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ABSTRACT

Batteries constitute the foundation of electronic devices and electrified transportation. Nevertheless, aging and sudden faults can
precipitate thermal runaway, making battery safety a global concern. This review elucidates failure triggering and evolution from
the perspectives of multiphysics coupling and multiscale failure propagation, with emphasis on chemistry-specific heterogeneity
in next-generation battery systems. To mitigate these risks, intrinsic-safety materials and structural designs are systematically
examined, together with a graded evaluation of their maturity. System-level active protection is further discussed, highlighting
the role of cloud-based Battery Management Systems in data governance and cloud-edge collaborative monitoring and control.
Building on this architecture, an artificial intelligence-empowered monitoring and control framework is synthesized across four
dimensions: (1) perception, which uses multimodal fusion to overcome the limitations of single-variable monitoring and enable
holistic mapping of internal states; (2) algorithms, which adopt data-efficient paradigms such as self-supervised learning to address
data scarcity in extreme fault scenarios; (3) mechanisms, which integrate physics-informed neural networks and digital twins to
enhance interpretability and physical consistency; and (4) deployment, which leverages edge computing and federated learning to
enable cloud-edge collaboration and swarm intelligence under privacy constraints. Finally, this review outlines prospects for next-
generation safety testing standards, autonomous closed-loop safety management, self-healing technologies, and cross-domain
safety management.

underscores the strong growth of the sector [7]. China continues
to lead the electrification trajectory, with EVs accounting for

1 | Introduction

To mitigate fossil resource depletion and climate change, the tran-
sition toward efficient and reliable energy systems has become
a central technological imperative [1-3]. Lithium-ion batteries
(LIBs), owing to their high energy density, long cycle life, and
low self-discharge, are widely deployed in electric vehicles (EVs),
stationary energy storage, and portable electronics, and have
emerged as a cornerstone technology for the energy transition
[4-6]. In the EV sector, global sales in 2024 surpassed 17 million
units, accounting for more than 20% of total vehicle sales, which
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nearly one-half of domestic new-vehicle sales. In the stationary
storage sector, LIBs likewise dominate: as of 2024, they account
for 96.4% of the commissioned energy-storage capacity in China,
with an annual output of approximately 260 million kWh. With
continued declines in LIB costs, global deployment is expected to
expand further [8]. However, as deployment scales and cell-level
energy density increase, safety risks have become increasingly
salient, now constituting a principal constraint on the sustainable
development of LIB technology [9-11].
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Under abusive conditions such as overcharge or overdischarge,
overheating, or mechanical damage, LIBs may undergo cascades
of exothermic electrochemical reactions, leading to rapid inter-
nal temperature rise [12, 13]. If not promptly mitigated, these
processes can trigger off-gas release, casing rupture, and, in
severe cases, thermal runaway (TR) accompanied by ignition or
explosion [14-16]. Between 2010 and June 2024, 511 verified EV
battery fire incidents were recorded globally, elevating public
and industrial concern regarding the intrinsic safety of battery
systems [17, 18]. Accordingly, elucidating failure mechanisms
under coupled electrochemical, thermal, and mechanical fields,
identifying the origins of diverse failure modes, and integrat-
ing cross-disciplinary insights to support safety-by-design have
become critical priorities in the development of next-generation
high-safety batteries [19-22].

Current safety assurance frameworks continue to rely predomi-
nantly on traditional passive protection strategies [23, 24]. These
strategies span multiple hierarchical levels, including material-
level flame retardants and coatings, structural measures such
as thermal insulation pads, firewalls, and cell spacing design,
and system-level safeguards involving pressure relief devices and
overvoltage/overcurrent protection circuits [25-27]. While effec-
tive in reducing accident probabilities under nominal conditions,
these approaches exhibit diminishing protective efficacy under
increasingly demanding scenarios involving high energy density,
fast charging, and extreme temperatures [28, 29]. Fundamentally,
passive strategies suffer from intrinsic response latency, which
prevents timely intervention during the early stages of TR and
allows localized abnormalities to evolve into irreversible chain
reactions [30, 31]. In parallel, contemporary Battery Management
System (BMS) remains largely dependent on threshold-triggered
logic, limiting real-time perception and predictive capability
for complex, multi-source signals and reducing sensitivity to
localized or latent faults. Moreover, existing safety testing and
certification standards emphasize isolated extreme conditions,
with limited consideration of multiphysics coupling and long-
term aging effects [32-34]. These limitations indicate that
conventional material-level improvements and passive system-
level protection are increasingly inadequate for emerging safety
challenges, underscoring the need for active, cross-hierarchical
safety management frameworks.

Recent advances in computing, communications, and artificial
intelligence (AI) have created new opportunities for battery
safety research [35-37]. Deep learning and large-model frame-
works are increasingly applied to battery materials design,
performance prediction, prognostics, and state estimation [38-
40], enabling accurate prediction of the state of charge (SOC),
state of health (SOH), and remaining useful life (RUL) for
predictive maintenance [41-45]. However, safety events such
as TR are high-consequence yet rare, leading to severe data
scarcity that limits model generalization and reliability [46,
47]. Moreover, electrochemical and thermodynamic processes
under multiphysics coupling remain complex; without physical
constraints, model predictions may deviate from underlying
mechanisms [48, 49]. Practical deployment is further constrained
by computational resources, model interpretability, and real-time
requirements [50]. These challenges indicate that data-driven
safety management alone is insufficient for high-safety battery
systems.

Despite the progress achieved in battery safety research in recent
years, existing review articles have largely proceeded along rel-
atively independent lines, such as failure mechanisms, intrinsic
safety design, or intelligent monitoring, and have accumulated
substantial findings within each of these directions. However,
for advanced battery systems operating under demands of high
energy density, long service life, and complex service conditions,
safety issues are not merely localized problems at a single
level, but rather constitute a complex systems problem that
spans multiple scales, multiple hierarchical levels, and multiple
disciplines, extending from materials and cells to the entire
process of system operation. Although existing studies have
separately elucidated the evolution of TR, aging-induced failure,
and abuse responses, proposed safety-enhancement strategies
such as material modification and structural protection, and
explored the application of machine learning in areas such as
state estimation, they have remained largely focused on their
respective domains. As a result, a unified analytical frame-
work that systematically links failure-triggering mechanisms,
intrinsic safety boundaries, online monitoring signatures, and
intelligent decision-making for battery safety remains lacking.
Meanwhile, next-generation electrochemical systems also exhibit
distinct characteristics in terms of failure-triggering conditions
and risk manifestations. Moreover, as Al becomes more deeply
integrated into battery safety research, attention has expanded
beyond predictive capabilities to broader challenges, including
data scarcity, limited interpretability, privacy protection, and
secure deployment. These issues have not yet been discussed in a
sufficiently systematic manner in existing reviews. Therefore, it is
necessary to re-examine battery safety research from a perspective
that integrates mechanisms, design, monitoring, and intelligent
management to establish a more holistic, engineering-oriented
conceptual framework.

Against this background, this work proposes a unified technical
framework that combines failure-mechanism analysis, materials
innovation, system design, and intelligent monitoring (Figure 1).
Centered on multiphysics coupling and multiscale analysis, the
framework systematically elucidates the initiation and evolu-
tion of safety issues such as TR, covering hierarchical levels
from particle and interface to electrode, cell, and pack, and
highlights the failure heterogeneity of next-generation battery
chemistries (Section 2). On this basis, the study further explores
frontier directions for enhancing intrinsic safety through mate-
rial modifications and structural innovations, with a graded
assessment of the maturity of safety technologies (Section 3),
and, in conjunction with system-level operational monitoring
strategies, proposes a multilayer coordinated safety-assurance
scheme (Section 4). Additionally, this study traces the evolution
of the BMS under an edge-to-cloud collaborative paradigm.
It clarifies its key roles in large-scale monitoring, intelligent
decision-making, and closed-loop data management. Finally, this
study reviews intelligent battery safety monitoring methods and,
from four dimensions including signal fusion, data-efficient algo-
rithms, physics-informed integration, and engineering deploy-
ment, presents the core technical system and development trends
of intelligent safety monitoring. The goal is to shift battery safety
management from reactive response to proactive prediction,
achieving more accurate and robust safety control (Section 5).
Section 6 provides a forward-looking outlook on future directions
for battery safety research and engineering practice.
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FIGURE 1 | Multilevel battery safety framework illustrating the
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interplay between degradation mechanisms, materials design, real-time

monitoring, and intelligent management across cell, module, and system scales.

2 | Failure Mechanisms of Batteries
2.1 | Multiphysics Coupling Failure Mechanisms

LIBs are dynamically coupled systems governed by the con-
current interactions of charge transport, mass diffusion, heat
generation, and mechanical response. Under normal operating
conditions, their behavior is dominated by reversible electro-
chemical reactions accompanied by Joule heat generation [51, 52].
When subjected to external loads and abusive conditions, such
as vibration or impact, as well as overcharge and elevated tem-
peratures [53, 54], strong electrochemical-thermal-mechanical
coupling emerges with pronounced nonlinear amplification
(Figure 2). Exothermic side reactions induce thermal instability,
mechanical damage leads to structural degradation and internal
short circuits (ISCs), and heat accumulation further accelerates
material decomposition and failure, collectively driving the tran-
sition from localized abnormalities to irreversible loss of control
[55-57].

From an electrochemical perspective, cell-to-cell inconsistency
increases susceptibility to overcharge or overdischarge, particu-
larly under end-of-cycle conditions [58, 59]. Once the operating
window is exceeded, rapid increases in temperature and pressure

trigger parasitic reactions, including oxygen release from the
cathode, separator degradation, and rupture and decomposition
of the solid electrolyte interphase (SEI), exposing fresh active
surfaces [60]. These processes continuously consume electrolyte
and cyclable lithium, resulting in capacity fade and increased
internal resistance (Figure 2a) [61-63]. Within this framework,
electrolyte decomposition constitutes one of the major sources
of gas generation and associated safety hazards in recharge-
able batteries. Specifically, the parasitic decomposition of the
electrolyte exhibits pronounced interfacial dependence and com-
positional specificity [64]. At the cathode interface, high-voltage
conditions promote the oxidative dehydrogenation of carbonate
solvents, primarily releasing CO, and CO. Meanwhile, highly
reactive oxygen species liberated during structural degradation
of the cathode can further attack solvent molecules, thereby
markedly intensifying the generation of CO,, CO, and H,0. At
the anode interface, solvent molecules undergo reductive bond
cleavage upon electron uptake. In this process, two-electron
reduction pathways predominantly generate CO, whereas one-
electron reduction pathways are generally accompanied by the
evolution of flammable hydrocarbon gases such as C,H,, CH,,
and C,Hg. In addition, protons generated by oxidative reactions
at the cathode can migrate across the separator to the anode
and be reduced there, which also constitutes an important
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conditions, Li plating couples with local stress, causing dendrite growth, dead Li formation, and capacity loss. Adapted with permission [62]. Copyright
2022, Elsevier. (b) Electrolyte decomposition and heat-accelerated side reactions generate gases, increase internal pressure, and induce battery bulging.
(c) Mechanical deformation damages cell components and promotes ISCs and localized heating. (d) Dendrite-induced separator puncture triggers ISCs,

Joule heating, exothermic reactions, and TR.

source of H, within the system [65]. Beyond these direct inter-
facial reactions, chain decomposition reactions initiated by trace
impurities in the electrolyte, particularly H,O, are likewise non-
negligible. Water can not only be directly reduced at the anode
to evolve H,, but can also induce the hydrolysis of lithium salts
such as LiPF6, generating highly corrosive species including
HF and POF3. The resulting HF can further attack inorganic
carbonate components on electrode surfaces, inducing renewed
CO, release and thereby forming a self-amplifying degradation
loop [66]. Quantitative investigations based on in situ differ-
ential electrochemical mass spectrometry have demonstrated
that both the identity and the amount of evolved gases depend
strongly on electrode chemistry, electrolyte formulation, and
operating conditions [64]. This effect is especially pronounced
in battery systems employing alkali-metal anodes, in which
gas evolution rates and accumulation effects are typically more
severe. As shown in Figure 2b, if the generated heat and gas
are insufficiently dissipated, cell swelling, casing rupture, and
even TR or explosion may occur [67-69]. Overcharging further
promotes metallic lithium deposition and lithium plating [70],
which can evolve into dendrites that penetrate the separator,

induce ISCs, and constitute a critical trigger for TR (Figure 2d)
[71].

From a mechanical perspective, compression, vibration, and
penetration alter electrochemical behavior through structural
and interfacial damage (Figure 2c). Prolonged vibration causes
stress accumulation and damage to components or separators,
inducing ISCs and accelerating resistance growth and capacity
degradation [72, 73]. Severe mechanical damage disrupts the
SEI and amplifies parasitic reactions [74], while even minor
deformation can impede ion transport and accelerate degradation
[75]. Under extreme mechanical abuse, such as penetration,
direct anode-cathode contact leads to severe ISCs, intense heat
release, and rapid temperature escalation, activating cascading
side reactions and ultimately driving TR [76, 77].

From a thermal perspective, heat generation originates primarily
from Joule heating and reaction enthalpy, with normal cycling
producing limited heat [50, 78]. Under insufficient heat dis-
sipation, localized heat accumulation initiates a sequence of
exothermic reactions: SEI decomposition at approximately 80°C
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[79], electrolyte decomposition with gas evolution near 100°C
[80], and cathode decomposition accompanied by oxygen release
around 180°C [81]. The superposition of these processes forms
a positive thermal feedback loop that may culminate in TR
[58]. Additionally, exposure to excessive ambient temperatures or
thermal shock beyond the optimal 20-40°C window accelerates
parasitic reactions, leading to capacity loss and increased internal
resistance; sustained external heat input can further push the
system toward TR [82].

More importantly, these physical fields do not operate inde-
pendently, but are tightly coupled through a series of mutually
reinforcing pathways. Among them, electrochemical-thermal
coupling constitutes one of the principal interaction routes. Joule
heating, changes in reaction enthalpy, and heat released from
parasitic reactions directly alter the battery’s internal temperature
field, while temperature variations, in turn, strongly regulate
electrochemical reaction kinetics. Elevated temperature not only
accelerates electrode reactions and ion transport but also pro-
motes parasitic processes such as SEI decomposition, electrolyte
degradation, and oxygen release from the cathode, thereby
forming a positive feedback loop in which electrochemical side
reactions lead to heat accumulation, which further intensifies
side reactions [83]. Thermal-mechanical coupling represents
another important route through which multiphysics interactions
are further amplified. Non-uniform thermal stresses induced by
temperature rise can lead to mechanical damage such as inter-
facial delamination and separator thermal shrinkage [84]. These
structural failures, in turn, disrupt local heat transfer and dissi-
pation within the battery and may induce ISCs, thereby releasing
additional Joule heat and causing more severe heat accumu-
lation. Meanwhile, electrochemical-mechanical coupling serves
as a critical link between microscopic interfacial behavior and
macroscopic failure manifestations. Volume changes associated
with lithium-ion insertion and extraction can result in current
collector debonding and repeated rupture of the SEI, whereas
the resulting mechanical damage can further hinder ion trans-
port, aggravate local current heterogeneity, and promote lithium
dendrite growth [53]. This gives rise to a bidirectional cou-
pling process involving electrochemical cycling, volume strain,
structural damage, and accelerated electrochemical degradation.
These three coupling pathways are deeply intertwined and act
synergistically. In particular, gas evolution arising from elec-
trolyte decomposition serves as an important coupling medium
linking electrochemical, thermal, and mechanical fields. The
increase in internal pressure caused by gas generation can aggra-
vate cell swelling and interfacial contact failure, which, in turn,
intensifies local current heterogeneity and heat accumulation,
ultimately forming a self-accelerating cycle involving all three
fields. Under extreme conditions such as overcharge, overdis-
charge, elevated temperature, and mechanical abuse, an initial
perturbation in a single physical field can be rapidly amplified
through this multiphysics coupling network, thereby triggering
cascaded positive-feedback failure across multiple fields and
ultimately leading to catastrophic safety events such as TR.

2.2 | Multiscale Failure Propagation

As complex, dynamic, multiscale systems, LIBs exhibit cascade-
type failure behavior, characterized by a progression from micro-

scopic origins through mesoscopic evolution to macroscopic
outbreaks [85]. As illustrated in Figure 3, the cross-scale failure
propagation chain spans the entire process from atomic-scale
material degradation to system-level thermal propagation. Dur-
ing electrochemical cycling, in addition to reversible intercalation
and deintercalation, manufacturing defects and complex operat-
ing conditions jointly induce microscopic parasitic reactions and
structural damage. These early degradation signatures accumu-
late and amplify with cycling, gradually evolving into mesoscopic
electrode structural deterioration and interfacial instability, and
ultimately manifesting at the macroscopic level as performance
degradation, structural swelling, accelerated capacity fade, and
even TR, thereby posing severe safety risks [86-88]. Importantly,
this cross-scale propagation is not a simple sequential accumu-
lation process, but a coupled amplification chain governed by
several key control nodes, including particle integrity, interfa-
cial stability, separator robustness, gas and pressure buildup,
localized hot-spot formation, and thermal coupling between
neighboring cells, among others. Once these nodes are destabi-
lized, microscopic perturbations can be rapidly amplified into
macroscopic system-level failure. By comparatively analyzing two
representative evolution pathways—abnormal capacity fade and
TR (Figure 3)—the nonlinear amplification mechanisms and
propagation routes through which microscopic physicochemical
instabilities translate into macroscopic system failures can be
elucidated.

For the abnormal capacity fade chain shown on the left of
Figure 3, the microscopic origins may be attributed to impu-
rity defects introduced during manufacturing and to chemo-
mechanical coupling damage at the atomic and particle scales.
The cross-scale correlation mechanism of this pathway is primar-
ily driven by a coupled feedback loop among mechanical strain,
interfacial structure, and electrochemical impedance. During
cycling, active particles undergo repeated volumetric expansion
and contraction due to lithium-ion intercalation and deinterca-
lation [67]. Taking the anode as an example, particle expansion
induces compressive stress at contact points. At the same time,
constraints imposed by binders and conductive additives further
exacerbate stress accumulation [53, 89-91], promoting crack
initiation and propagation that ultimately lead to particle frag-
mentation and pulverization [92]. Particle fracture transforms the
electrode structure from dense to porous, weakening the elec-
tronic and ionic transport networks and causing a pronounced
increase in internal resistance [93]. Meanwhile, exposure of fresh
surfaces continuously drives electrolyte decomposition and SEI
reformation, resulting in the irreversible loss of lithium inventory
(LLI) and accelerated SEI thickening, leading to rising interfacial
impedance. The cumulative effects of these microscopic defects
and mesoscopic structural degradation ultimately cause rapid
capacity decay and resistance growth at the cell level. When such
degraded cells are present within a module, their deterioration—
regulated by BMS balancing strategies—can be further amplified
to the module and pack levels, potentially inducing severe safety
hazards such as swelling and ISC during long-term operation
[94, 95]. In this pathway, several key control nodes determine
whether degradation remains slow and manageable or evolves
into rapid system-level failure, including intrinsic material struc-
tural stability and defect control, electrode-electrolyte interfacial
stability, electrode structural integrity, mitigation of cell-to-cell
inconsistency, and system-level fault isolation capability.
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involving localized electrochemical instability, ISCs, and inter-cell thermal coupling that progressively amplify toward system-level destabilization.

Simultaneously, the TR propagation chain on the right side of
Figure 3 represents a higher-risk cross-scale amplification pro-
cess. Its correlation mechanism is characterized by a cascading
amplification of electrochemical instability, intense heat release,
and multiphysics thermal coupling. Under abusive conditions,
such as overcharging or low-temperature operation, microscopic
lithium plating leads to dendritic growth. Penetration of the
separator by lithium dendrites can trigger mesoscopic internal
micro-short circuits and generate localized hot spots. Concur-
rently, gas evolution from cathode phase transitions at elevated
temperature and pressure, together with gas generation from
electrolyte decomposition, intensifies internal pressure accumu-

lation, potentially activating pressure relief mechanisms and
ejecting high-temperature gases and sparks [66]. At this stage, key
control nodes include lithium plating and dendrite penetration,
separator failure, localized hot-spot formation, gas and pressure
accumulation, and the strength of thermal coupling between
adjacent cells.

These nodes determine whether an initial localized abnormality
is confined to the cell level or escalates to module-level propa-
gation. Once inter-cell thermal coupling becomes dominant, the
intense heat released from a failed cell can rapidly propagate to
neighboring cells. In the absence of effective thermal barriers, this
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TABLE 1 | Quantitative comparison of TR risks and toxic gas emissions among different battery systems.
TR trigger Concentration
temperature TR maximum Major toxic of toxic gases

Battery systems® (°C) temperature (°C)  Total gas release®  gas species (ppm)°
Liquid electrolyte lithium iron 196-280 417-511 ~0.6-2.5L Ah™! HF, CO >130 (HF)
phosphate (LFP) battery [98, 99, 100] [99, 101] [98,102, 103] [102, 103] [104]
Lithium nickel cobalt 165-253 544-850 ~1.74-5.0 L Ah™! HF, CO >130 (HF)
manganese oxide (NCM523) [100, 101] (98,100, 101] [98,102] [102, 103] [104, 105]
battery?
Sulfide-based solid-state 150-313 500-700 ~0.8-1.5L Ah™ H,S, SO, <25 (H,S)
battery® [106, 107] [98, 106, 108] [98] [104, 109] [109]
Sodium-ion battery’ 157-271 466-794 ~1.8-51L Ah™! HCN, HF, <100 (HCN)

[100, 103] [101, 110] [102, 103] CO [104, 111] [104]
Potassium-ion battery 100 -120 325-500 ~51.4 Wt% mass HCN, HF, <100 (HCN)

[112, 113] [112, 113] conversion ° Cco [104]

[111] [111]

2The data presented in this table represent typical reference ranges derived from recent literature. The exact TR temperatures and associated gas emission yields
may vary depending on factors such as chemical composition, electrolyte formulation, cell design, SOC, and testing conditions, including heating rate, atmosphere,
and chamber configuration.

bSpecific gas emission yields are typically normalized to cell capacity. However, for emerging potassium-ion batteries, gas emission data are predominantly reported
at the material level as mass loss. Upon thermal decomposition, fully charged hexacyanoferrate cathodes release toxic cyanide-containing gases corresponding to
roughly 51.4 wt% of the cathode mass.

“The measured gas concentrations (ppm, volume basis) are influenced by the testing environment, including factors such as chamber volume and experimental
configuration. Therefore, the reported values are intended to provide a quantitative reference for comparison with established safety thresholds such as IDLH

limits, while comparisons across different battery chemistries should be made with appropriate consideration of differences in experimental conditions.

4NCM523 refers to LiNij sCo,,Mng ;0,.

¢Data for sulfide-based solid-state batteries are based on NCM cathode materials and lithium phosphorus sulfide chloride solid electrolytes.
fSodium-ion and potassium-ion batteries release toxic HCN gas when Prussian blue analogues (PBAs) are used as cathode materials.

leads to domino-like thermal propagation, ultimately resulting in
system-level fire or explosion [96, 97].

These two representative pathways together show that battery
failure is inherently a nonlinear multiscale propagation process.
Microscopic defects, interfacial instabilities, and localized ther-
mal or electrochemical abnormalities do not remain isolated,
but are progressively amplified through mesoscopic structural
degradation and cell-level heterogeneity. Their evolution is con-
trolled by several scale-bridging nodes, and once these nodes
lose stability, the system can transition rapidly from reversible
degradation to irreversible failure. Elucidating these multiscale
propagation mechanisms and their key control nodes, therefore,
provides a fundamental theoretical basis for the design of high-
safety battery systems and for the identification of effective
intervention points across scales.

2.3 | Failure Specificity of Next-Generation
Battery Chemical Systems

As battery technologies evolve toward solid-state electrolytes
(SSEs) and emerging chemistries, failure modes exhibit pro-
nounced chemistry-specific characteristics. Under identical ther-
mal, electrical, and mechanical abuse triggers, substantial diver-
gence can arise in TR onset thresholds, reaction kinetics, jetting
behavior, and hazard manifestations. To provide a quantitative
illustration of these differences, Table 1 presents a systematic
comparison of the TR risk thresholds and toxic gas emissions

between mainstream liquid-based batteries and next-generation
batteries.

For emerging battery systems based on highly reactive alkali
metals, such as Na, Li, and K, the intrinsic chemical reactivity
and interfacial instability can lead to failure via pathways such
as dendritic growth or rapid SEI degradation, and they are highly
sensitive to ambient moisture and oxygen [114, 115]. This intrinsic
reactivity and fragile interface directly contribute to a reduction
in system-level thermal safety thresholds. As shown in Table 1,
the TR trigger temperature of potassium-ion batteries is only
100-120°C, which is significantly lower than that of conventional
LIBs. One potential mechanism is related to the relatively large
ionic radius of potassium ion, which gives rise to substantial
volumetric stresses during potassiation of the carbon host. These
stresses can readily rupture the SEI on the anode surface, expose
highly reactive intercalated potassium phases to the electrolyte
at relatively low temperatures, and thereby trigger vigorous
exothermic side reactions that promote TR [112]. On the other
hand, despite the high intrinsic modulus of many SSEs, they still
face the risk of lithium dendrite penetration, which constitutes
a pathway for ISCs and TR. In solid-state systems, dendrite
evolution transcends classical macroscopic elasticity criteria. It
is governed by an electrochemical-mechanical coupling process
involving microscale defect-driven fracture mechanics and the
dynamic viscoplastic behavior of lithium metal [116, 117]. This
process can be divided into two stages: initiation and propagation.
During the initiation stage, dendrite formation is highly defect-
dependent [118]. Lithium preferentially deposits at pre-existing
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micropores or nanoscale cracks near the electrolyte surface.
These regions exhibit concentrated local electric fields and cur-
rent focusing, providing favorable sites for dendrite initiation
[117, 118]. Constrained lithium deposition generates high local
stress within these spaces, and when this concentrated pressure
exceeds the local fracture strength of the solid electrolyte, initial
microcracks are triggered. In the propagation stage, lithium
continues to exert wedge-like deposition pressure, driving crack
tip regions to unstable growth. Moreover, atomistic simulations
indicate that rapid consumption of lithium ions at crack tips may
transiently increase local fracture toughness, leading to inter-
mittent or rate-dependent crack propagation. In polycrystalline
systems, cracks tend to deflect along grain boundaries, producing
a mixed tensile-shear failure mode that enhances intergranular
sliding and delamination [119]. Ultimately, the accumulation of
microcracks and continued lithium filling within crack networks
compromises the structural integrity of the electrolyte, leading
to direct electronic contact between anode and cathode, vio-
lent energy release, and TR. Although solid-state batteries may
extend intrinsic material-level thermal stability windows, certain
oxide solid-electrolyte systems can exhibit intensified transient
heat-release behavior during TR, with peak heat-release rates
escalating from the 10> kW range to the 10° kW regime, reflecting
markedly faster kinetics [120, 121]. Moreover, thermal stability is
no longer governed primarily by the decomposition temperature
of the electrolyte alone, but instead depends critically on cathode-
electrolyte interfacial compatibility. For example, sulfide solid
electrolytes coupled with high-nickel layered cathodes can trig-
ger violent reactions at approximately 150°C, whereas pairing
with phosphate cathodes can elevate the instability threshold
to around 350°C [107]. These contrasts indicate that a higher
material-level stability window does not necessarily translate
into lower system-level failure risk. In addition, increased solid-
phase content may enhance the erosive effects of solid-particle
ejection, thereby altering the dominant thermal-propagation
pathways.

Beyond thermal characteristics, the toxic evolution of gas species
generated during failure has emerged as a critical safety concern
for next-generation batteries. Under TR or abuse conditions,
gas compositions vary substantially across material systems,
shifting the dominant risk dimension from flammability alone
toward toxicity and environmental impact. As shown in Table 1,
fluorinated electrolyte systems in LIBs predominantly release
highly corrosive gases such as HF, with reported concentrations
exceeding 130 ppm, far above the immediately dangerous to
life and health (IDLH) threshold of 30 ppm established by
the U.S. National Institute for Occupational Safety and Health
[122, 123]. For emerging chemistries, sodium- and potassium-
ion batteries employing Prussian blue-type cathode materials
may release HCN at concentrations below 100 ppm under
elevated temperature or high SOC conditions, which may still
exceed the corresponding IDLH threshold of 50 ppm [123]. In
addition, sulfide-based solid-state batteries can emit H,S when
heated or exposed to humid air, with concentrations below 25
ppm, which are close to the associated safety threshold of 20
ppm [104, 124]. These findings reveal substantial differences
in gas evolution kinetics and concentrations across battery
chemistries, resulting in distinct toxic exposure risks in enclosed
environments. Since conventional safety assessment frameworks
have primarily focused on fire and explosion hazards, future

testing standards should explicitly incorporate the evaluation
of chemistry-specific toxic emission profiles in next-generation
electrochemical systems.

Moreover, failure modes in next-generation chemistries may
exhibit a stronger dependence on cycling history. Prolonged
cycling, fast charging, extreme temperatures, and mechanical
loading can substantially modify interfacial structures, dendrite
morphology, and the distribution of reactive species, thereby
reshaping failure initiation pathways and evolution dynamics.
For example, porous or fractured dendritic networks formed on
alkali-metal anodes during cycling can reduce TR thresholds
and accelerate reaction kinetics [125]. At the same time, the
accumulation of microcracks and electrically isolated metal-
lic phases within solid electrolytes may degrade mechanical
integrity and alter thermal response behavior [126]. Conse-
quently, the safety assessment of next-generation batteries should
treat SOC and aging history as decisive variables and adopt
a material-interface-history coupled perspective to establish
chemistry-specific and stage-resolved failure description frame-
works, thereby enabling more targeted testing standards and
system-level protection strategies.

3 | From Materials to Structures: Multiscale
Design of Intrinsic Safety

Batteries inherently pose several safety risks due to the materials
and structures used, including highly reactive electrode mate-
rials, volatile electrolytes, and flammable separators. Therefore,
systematically improving and innovating the internal materials
and structures of the battery, starting from the fundamental
nature of the materials, has been widely regarded as a key
approach to overcoming performance limitations and achieving
intrinsic safety enhancements [127, 128]. Accordingly, this sec-
tion reviews several pathways, including electrode and interface
engineering, active lithium compensation, self-healing batteries,
electrolyte systems, thermal management materials, and struc-
tural design, and summarizes the mechanisms, safety benefits,
representative implementations, and intrinsic safety maturity
readiness level (IMRL) in Table 2. To improve the transparency of
the maturity grading in Table 2, the definition, classification cri-
teria, and representative assignment basis of IMRL are provided
in Section S1 of the Supporting Information and in Tables S1-S2.

3.1 | Electrode and Interfacial Materials

In the complex multi-component architecture of LIBs, the cath-
ode and anode materials serve as host matrices for reversible
lithium-ion intercalation and deintercalation. They serve not
only as the primary determinants of energy density and power
characteristics but also as critical bottlenecks that constrain safety
and cycling stability across the full lifecycle. The intrinsic physic-
ochemical properties of electrode materials—encompassing the
thermal stability of the crystal structure, microscopic phase
transition mechanisms, and electrochemical compatibility at
the electrode/electrolyte interface—directly define the safety
boundaries of the battery system. Consequently, grounded
in a profound understanding of structure-property relation-
ships, precise structural design and modification of electrode
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TABLE 2 | Summaryand IMRL grading of material and structural strategies for intrinsic battery safety.

Representative
Specific strategy Functional mechanisms Safety benefits implementations IMRL?
Cathode Element doping: regulates Improved thermal Elemental doping (Mn, Na, 4-5
modification electronic structure/ion stability, mitigated Zr, Ti) and multi-element
pathways to stabilize the overcharge-induced co-doping [137-139].
lattice. degradation, and TR.
Surface coating: creates a Reduced parasitic heat Fluorides, phosphates, 4-5
physical barrier to buffer generation, lower gas transition metal oxides [141].
interface reactivity. evolution, and extended
cycling stability.
Anode SEI In-situ stabilization: Mitigated Fluoride/Nitride/Sulfide 4-5
engineering electrolyte additives dendrite-induced short forming LiF/Li;N/Li2S-rich
decompose to form specific circuit, lower gas/heat SEI [151].
passivation layers. release, and extended cell
life.
Artificial interface: Protects Lower interfacial heat ALD-derived Al,O; and 3-4
anode surface from generation, reduced functional interlayers on
electrolyte attack and impedance rise, improved graphite/Si-based anodes
suppresses SEI long-term stability. [155].
rupture/regrowth.
Active lithium Pre-lithiation: introduces Compensates ICE and Li-Naphthalene [160]. 3-4
compensation an extra Li source during improves cycle life. Li-(4,4’-dimethylbiphenyl)
manufacturing to offset [161].
initial SEI loss.
External Li supply: uses Dynamically restores aged Additive: Lithium 1-2
sacrificial additives to batteries and enables trifluoromethylsulfinate
release Li+ during charging Li-free cathodes without (LiSO,CF;) [164].
via anodic oxidation. breaking seals.
Solid-state Non-flammable solid Eliminated leakage or Ceramic, sulfide, phosphate 2-3
electrolytes media with high flammability, enhanced SSEs. PEO/PAN-based SPEs
mechanical strength, high-temperature [171, 172].
suppressing dendrite stability.
penetration.
Self-healing Reversible bond exchange Maintains interfacial Polyether urethane with 1-2
polymer heals interfacial cracks and integrity, prevents local dynamic disulfide/hydrogen
electrolytes delamination. hotspots and impedance bonds [175].
growth.
Gel polymer Polymer network Reduced leakage/flame Matrix: PEO, PMMA [179]. 3-4
electrolytes immobilizes solvent while risk, enhanced interfacial Salts: LiPF, LiBF,, LIBOB
preserving ionic wettability, and thermal [167, 180].
conductivity. stability.
Phase change Absorbs excess heat via Buffers temperature Materials: Paraffins, PEG 3-4
materials solid-liquid phase spikes, ensures uniform [183]. Composites: paraffin
transition (latent heat thermal distribution, and with graphene/CNTs for
storage). passively suppresses enhanced conductivity [184].
thermal feedback.
Thermal insulation Uses materials with Delays heat propagation Silica aerogels (<0.03 5
ultra-low thermal between cells during TR W/m-K) and flame-retardant
conductivity to block heat and acts as a fire retardant modified aerogels [188].
transfer. barrier.
(Continues)
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TABLE 2 | (Continued)

Representative
Specific strategy Functional mechanisms Safety benefits implementations IMRL?
Electrical Integrates thermal fuses in Physically isolates faulty Thermal fuses, 5
architecture current paths that melt cells to prevent cascading current-interrupt devices
upon overcurrent. electrical failures. integrated in cell circuits
[189].
Physical structure Geometry: Enlarged Reduces internal heat BYD “Blade Battery” (long, 5

heat-dissipation area and
shortened heat-transfer

& geometry

accumulation, improves
space utilization and

thin rectangular cells) [192].

path. cooling efficiency.

#IMRL ranges from 1 to 5, with higher scores indicating higher maturity.

materials remain the central research focus for overcoming
existing performance limitations and achieving intrinsic safety
upgrades [129].

The cathode material, as the main source of lithium ions during
electrochemical reactions, plays a decisive role in determining
the voltage platform and cycling stability. At present, widely
used cathode materials include ternary oxides, such as nickel
cobalt aluminum (NCA) oxide and nickel cobalt manganese oxide
(NCM), which offer high specific capacity and energy density, as
well as olivine-structured LiFePO,, which exhibits high structural
and thermal stability and a long cycle life. These materials
have been extensively applied in energy storage systems (ESS)
and electric transportation [130, 131]. However, existing cathode
materials still face multiple technical challenges in practical
applications. In particular, insufficient structural stability and
severe interfacial side reactions with the electrolyte have become
major limiting factors for battery safety [132]. These issues may
lead to undesirable outcomes such as oxygen release, transition
metal dissolution, and structural collapse of the electrode, thereby
posing significant risks to thermal stability and intrinsic safety
under high-rate and high-temperature operating conditions [133,
134]. To address these performance bottlenecks, current strate-
gies for cathode material modification primarily focus on two
approaches: elemental doping and interfacial engineering [135].
Elemental doping can regulate the electronic structure and
ion migration pathways at the lattice level, thereby improving
structural stability and charge transport efficiency [136]. For
instance, studies have demonstrated that Manganese-doped LFP
(LiFey.q,Mn,.qsPO,) exhibits only 0.43% capacity fade after 100
charge-discharge cycles at 0.1C [137]. Sodium ion doping can
expand crystal channels and reduce the lithium-ion diffusion
barrier, thereby enhancing ion mobility and thermal stability
[138]. Co-doping with multiple elements, such as zirconium and
titanium, can significantly improve the structural integrity of
the electrode, thereby enhancing cycling stability and extending
service life [139]. In addition, surface coating techniques aim to
construct a stable interfacial barrier between the active mate-
rial and the electrolyte, effectively suppressing undesirable side
reactions and improving interfacial compatibility and cycling
performance [140]. Electrochemically inert materials such as
fluorides, phosphates, and transition metal oxides can serve as
coating layers that buffer the interface and reduce the reactivity
between cathode materials and the electrolyte. This results in
improved cathode safety and durability [141].

Regarding anode materials, carbon-based materials have been
successfully applied in commercial LIBs for nearly two decades
[142]. However, under practical operating conditions, the SEI
often suffers from structural instability and inhomogeneous
growth [143]. These defects can lead to localized current density
concentration and promote lithium dendrite formation. Continu-
ous dendrite growth may penetrate the separator, causing ISC and
ultimately leading to TR [144]. Therefore, enhancing the struc-
tural and chemical stability of the SEI is essential for ensuring
the safety and long-term stability of LIB anodes [145]. Current SEI
stabilization strategies are mainly categorized into two types: in-
situ stabilization and artificial interface construction [146-148].
The in-situ approach aims to improve the integrity of natu-
rally formed SEI films through precise electrolyte formulation,
optimization of the electrochemical formation process, and mod-
ulation of electrode surface microstructure [149]. For example, the
addition of fluoride-related functional additives can decompose
preferentially during initial charging, forming a LiF-rich or
polymeric network-based SEI on the graphite surface. These
SEI films exhibit uniform and dense morphology, along with
excellent mechanical strength and lithium-ion conductivity [150].
In addition to fluorides, other additives, such as nitrides, phos-
phides, and sulfides, have been used to form SEI layers enriched
with Li;N, Li;P, and Li,S, respectively, demonstrating improved
interfacial and thermal stability [151]. Furthermore, strategies
such as high-concentration or localized high-concentration elec-
trolytes, optimized formation temperature and current density,
and engineered electrode porosity have been adopted to enhance
SEI uniformity and stability, suppress dendrite growth, reduce
interfacial resistance, and prolong cycle life [152]. In terms
of artificial interface construction, techniques such as surface
coating and interlayer design are commonly employed. Among
these, atomic layer deposition (ALD) has been widely applied for
anode surface modification due to its precise thickness control
and uniform film formation [153, 154]. Relevant studies have
demonstrated that, through standard ALD cycles involving the
sequential introduction of an aluminum precursor pulse, purging
of residual precursor, introduction of an oxygen precursor pulse,
and purging of residual oxygen precursor, together with the self-
limiting surface reaction mechanism, a dense Al,O; coating can
be grown in situ on the graphite surface with high precision.
This conformal coating can effectively suppress the penetration of
electrolyte solvent molecules, reduce the occurrence of parasitic
interfacial side reactions, and significantly enhance the intrinsic
thermal stability of the electrode-electrolyte interface [155]. In
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experimental tests, graphite anodes modified by ALD exhibited
only about 2% capacity fade after 500 charge-discharge cycles,
indicating excellent interfacial protection and cycling perfor-
mance [156]. In addition, ALD-based interfacial engineering
strategies are not limited to LIBs; they have also achieved notable
success in emerging ESSs, such as sodium-ion batteries [157].

Beyond strengthening the structural and chemical stability of
the SEI film through interface engineering and pre-lithiation
strategies, which serve as active intervention mechanisms capa-
ble of compensating for lithium inventory loss at the source, these
strategies possess decisive significance for overcoming the capac-
ity and lifespan bottlenecks of high-specific-energy batteries.
During the initial charging of the battery, the reductive decom-
position of the electrolyte on the surface of the low-potential
anode forms the SEI film. This process inevitably consumes active
lithium ions originating from the cathode, leading to a significant
reduction in the initial coulombic efficiency (ICE) and causing a
permanent deficit of cyclable lithium resources within the full-
cell system. Consequently, the introduction of additional lithium
sources before battery cycling to compensate for this irreversible
loss has emerged as a critical technological pathway for reshap-
ing battery energy density and cycle life [158, 159]. Regarding
chemical pre-lithiation at the electrode manufacturing level, to
address the challenge of low ICE in hard carbon anodes due to
their high specific surface area and abundant defect sites, relevant
research has proposed a mild chemical pre-lithiation strategy
using a lithium naphthalene solution. Experimental character-
ization and theoretical calculations indicate that this strategy
not only effectively compensates for lithium-ion loss during SEI
formation but also drives lithium ions to pre-react with micro-
graphitic domains, oxygen-containing functional groups, and
defect sites within the hard carbon. This induces the formation
of a dense and robust interfacial film rich in lithium fluoride and
lithium carbonate on the electrode surface. Benefiting from this
multifunctional pre-compensation mechanism, the pre-lithiated
carbon nanofiber anode exhibited an ICE of up to 93.89%. It
showed almost no capacity decay after 1,500 cycles, thereby
significantly enhancing the cycling stability of the battery [160].
Furthermore, targeting anode-free lithium metal batteries, which
pursue ultimate energy density, recent research constructed a
heteroatom (boron, nitrogen, fluorine) co-doped porous graphene
host and employed lithium-(4,4’-dimethylbiphenyl) as a novel
high-efficiency reagent for deep chemical pre-lithiation. This
strategy optimized the nucleation kinetics of lithium deposition
through defect sites and raised the equivalent ICE of the host elec-
trode to over 100% via an over-compensation mechanism, thereby
completely offsetting the irreversible loss of the initial cycle [161].
Moreover, the role of pre-lithiation is not limited to compensating
for the initial lithium loss. Relevant studies have shown that pre-
lithiation can induce the formation of stable interphases with
compositions and microstructures distinct from those generated
during the conventional first-cycle film-formation process, such
as LiF-rich SEI layers or mosaic interfacial structures composed
of lithium silicates and related species. Such interphases generally
exhibit enhanced chemical stability, mechanical robustness, and
interfacial ionic transport capability, thereby helping to mitigate
continuous interfacial evolution, suppress impedance growth,
and improve the long-term stability of full cells. At the same
time, the safety benefits associated with pre-lithiation are strongly
method-dependent. For highly reactive pre-lithiation reagents

or inadequately controlled pre-lithiation processes, potential
issues such as lithium deposition, insufficient air stability, and
limited process compatibility may still arise. Therefore, the safety
implications of pre-lithiation should be evaluated with caution in
the context of specific pre-lithiation pathways [162, 163].

However, the aforementioned static pre-lithiation strategies,
based on electrode manufacturing or battery assembly stages,
provide only one-time compensation and struggle to dynamically
address the continuous depletion of active lithium due to side
reactions during long-term cycling. To address this technological
limitation, a breakthrough study proposed an external Li-supply
strategy to achieve dynamic lithium equilibrium throughout
the full lifecycle. This method enables flexible, non-destructive
lithium-ion injection at the battery level by dissolving a spe-
cific organic lithium salt—LiSO,CF;—into the electrolyte as
a sacrificial additive. Its core mechanism utilizes the anodic
oxidation reaction of LiSO,CF; during the charging process,
releasing active lithium ions while expelling organic ligands in
gaseous form, thereby completing in-situ lithium replenishment
without compromising the battery sealing structure or leaving
solid residues. This technology not only successfully empowered
intrinsically lithium-free, high-specific-energy cathode materials
but also restored performance in aged commercial LFP batteries,
extending their cycle life to over 11,818 cycles with a capacity
retention rate of 96.0%. This universal strategy, which decouples
lithium source supply from electrode material design, fundamen-
tally reshapes the lithium-deficit compensation mechanism in
batteries and provides a revolutionary technological pathway for
maintaining high safety and ultra-long life in ESSs [164].

3.2 | Electrolyte

Currently, LIBs predominantly employ liquid electrolytes as the
medium for ion transport [165]. Earlier research has largely
focused on optimizing the performance parameters of liquid
electrolytes, particularly ionic conductivity, to enhance charge-
discharge efficiency and prolong cycle life. However, with the
growing deployment of LIBs in EVs and large-scale ESSs, their
intrinsic safety concerns have become increasingly prominent.
The frequent occurrence of TR and safety incidents in recent years
has highlighted the inherent drawbacks of liquid electrolytes,
particularly their flammability, volatility, and limited thermal
stability. These issues have consequently prompted heightened
attention to the safety performance of electrolytes and spurred
deeper reflection on alternative designs [166-168].

SSEs and quasi-SSEs, also known as gel polymer electrolytes
(GPEs), have emerged as major research hotspots due to their
non-volatility, superior mechanical strength, enhanced thermal
stability, and reduced flammability, making them promising
candidates for improving battery safety [169]. SSEs are primarily
classified into two categories: solid inorganic electrolytes (SIEs)
and solid polymer electrolytes (SPEs) [170]. SIEs typically com-
prise ceramic, nitride, sulfide, or phosphate materials, which offer
rigid frameworks conducive to efficient ion transport between
the anode and cathode [171]. In contrast, SPEs are mixtures of
Li salts with polymers such as polyacrylonitrile (PAN). These
materials exhibit higher flexibility and better processability,
making them more compatible with diverse battery architectures
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[172]. However, the practical application of SSEs continues to
face significant challenges related to mechanical and interfacial
stability. Although the polymer matrix is flexible, the repetitive
volumetric expansion and contraction of electrode active materi-
als during long-term electrochemical cycling generate substantial
localized stress. Such stress accumulation is prone to initiating
and propagating microcracks within the electrolyte, leading to
rupture of ion-transport channels and physical delamination at
the solid-solid interface. This, in turn, triggers a precipitous
increase in internal resistance and potentially leads to battery
failure.

To address mechanical failure, incorporating self-healing capabil-
ity has emerged as a promising strategy to enhance the safety and
cycling life of solid-state batteries. These biomimetic mechanisms
encompass diverse pathways, including inter-chain diffusion of
polymers, microcapsule-based healing, reversible covalent bond
reorganization, and supramolecular dynamic chemistry [173,
174]. A representative study innovatively designed a polyether
urethane-based self-healing polymer electrolyte based on the
synergistic effect of dynamic covalent disulfide bonds and hydro-
gen bonds. Through the reversible scission and recombination
of dynamic bonds, combined with a dual integration strategy
at the electrode/electrolyte interface, this material achieved the
autonomous repair of interfacial micro-cracks and the dynamic
maintenance of intimate contact. Experimental results indicate
that solid-state lithium-sulfur batteries utilizing this strategy
retained a capacity as high as 93% after 700 cycles at a rate of
0.3 C, verifying the significant advantages of the self-healing
mechanism in preserving interfacial integrity and electrochem-
ical stability [175]. Despite the aforementioned advancements
in material modification, the large-scale commercialization of
pure SSEs remains constrained by several critical bottlenecks.
First, issues of low ionic conductivity at room temperature
and high contact impedance at the solid-solid interface remain
fundamentally unresolved, directly limiting the battery’s rate
performance and power output. Second, the fabrication processes
for SSE films are complex and impose stringent requirements on
the manufacturing environment, resulting in persistently high
production costs. Consequently, the development of low-cost SSE
systems that possess high ionic conductivity, excellent interfa-
cial compatibility, and amenability to scalable manufacturing
remains a focal direction requiring urgent resolution in this field
[176, 177].

GPEs, which lie between conventional liquid electrolytes and
SSEs, are composed of a polymer matrix embedded with a liquid
phase, combining the benefits of both systems. The liquid com-
ponent plays a crucial role in enhancing ionic conductivity and
stabilizing the electrode-electrolyte interface, while the polymer
matrix provides mechanical strength and structural integrity
[178]. GPEs are typically formulated using polymer frameworks,
lithium salts, and organic solvents [167]. In this system, the selec-
tion and modification of the polymer matrix are critical, as it is
required to provide high thermal stability, robust electrochemical
performance, and sufficient mechanical strength to withstand
external stress and inhibit lithium dendrite formation. Com-
monly used polymer matrices include PAN, polyethylene oxide
(PEO), and polymethyl methacrylate (PMMA), etc. [167, 168, 179].
The choice of lithium salt is equally important, as it directly
affects the energy density and cycling stability. Lithium salts

with high ionic conductivity and chemical stability, including
lithium hexafluorophosphate (LiPFy), lithium tetrafluoroborate
(LiBF,), and lithium bis (oxalate)borate (LiBOB), are commonly
used in GPE systems. [167, 168, 180]. At present, due to their
favorable ionic conductivity and interfacial compatibility, GPEs
are considered a more practical and commercially viable tran-
sitional solution in the development of all-solid-state batteries.
GPEs enhance battery safety while retaining certain advantages
of liquid systems, such as ease of processing and adaptability
to existing manufacturing infrastructure. Looking ahead, with
continuous advancements in SSE technologies—particularly in
ionic conductivity, interface stability, and material processing—
there is significant potential to realize truly safe, high-energy-
density batteries. Such progress is expected to fundamentally
address the risks associated with TR and accelerate the adoption
of next-generation energy storage technologies.

3.3 | Thermal Management Materials

Effective thermal management not only maintains the battery
within its optimal operating temperature range, thereby enhanc-
ing electrochemical performance and cycle life, but also serves
as a critical line of defense against thermal feedback loops and
TR. Beyond reliance on system-level external thermal control
strategies, the rational design and application of high-efficiency
thermal management materials, based on intrinsic material
characteristics, have emerged as a pivotal technological pathway
for achieving precise temperature regulation and ensuring the
system’s intrinsic safety.

For thermal absorption and buffering, phase change materials
(PCMs) are widely utilized in the interstitial spaces between
battery cells due to their significant latent heat storage capacity
[181]. As illustrated in Figure 1b, during charge and discharge
cycles, PCMs undergo a solid-to-liquid phase transition by
absorbing excess heat without causing a sharp temperature rise.
This phase transition provides effective thermal buffering and
enables uniform temperature distribution. In their liquid state,
PCMs exhibit superior thermal conductivity compared to their
solid counterparts, thereby facilitating efficient heat transfer
among adjacent cells, reducing the formation of local hot spots,
and enhancing overall thermal stability [58, 182]. Furthermore,
this process is passive and requires no external power input.
Commonly used PCMs include paraffins, nitrates, polyethylene
glycol (PEG), and certain metallic PCMs [183]. However, conven-
tional PCMs typically exhibit low intrinsic thermal conductivity,
thereby limiting their thermal responsiveness. To overcome this
limitation, researchers have focused on developing composite
PCMs by incorporating high thermal conductivity additives such
as graphene, carbon nanotubes (CNTs), and metal particles [58,
184]. For example, paraffin-based composites with embedded
graphene nanosheets have demonstrated significantly enhanced
thermal conductivity and accelerated phase change dynamics
[185]. However, the thermal safety effect of PCM is strongly stage-
dependent. PCM is primarily applicable during normal battery
operation stage or before the onset of TR, where its main function
is to mitigate local hot spots, improve temperature uniformity,
and delay TR initiation. In contrast, during the propagation stage
of TR, if the PCM exhibits a high effective thermal conductivity,
it may accelerate heat transfer to adjacent cells and thereby
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increase the propagation rate of TR. Therefore, PCM-based
thermal management systems require a balance between heat
buffering and TR propagation suppression, and are typically co-
designed with thermal insulation layers or propagation-blocking
structures [186].

In scenarios where TR becomes unavoidable, the application of
thermal insulation materials is crucial for preventing the propa-
gation of heat to adjacent cells or modules [187]. Aerogels, known
for their ultralight weight and highly porous structure, pos-
sess extremely low thermal conductivity—typically below 0.03
W/m-K—and are considered among the most efficient thermal
insulators currently available [188]. In battery thermal manage-
ment, aerogels can function as effective thermal barriers between
cells, modules, or between cells and outer casings, thereby
delaying the transmission of heat during thermal events and
suppressing thermal propagation. Additionally, certain modified
aerogels exhibit excellent flame-retardant properties. Under high-
temperature conditions, these materials can form carbonized
layers or thermal shields, which help delay flame spread and
provide additional response time for emergency intervention.
Such attributes further enhance the overall thermal safety of
battery systems.

3.4 | Mechanical and Structural Designs

Innovative structural designs play a pivotal role in enhancing
the intrinsic safety of battery systems, particularly by effectively
interrupting risk propagation pathways when individual cells
experience failure. Such design strategies can be realized through
two key dimensions: electrical architecture optimization and
thermal insulation in the physical structure. From the perspec-
tive of electrical architecture, thermal fuses can be introduced
between individual cells to prevent the cascading effects of ISC
or abnormal overcurrent events [189]. As illustrated in Figure 1b,
thermal fuses are embedded within the current path between
adjacent cells. When the operating current exceeds a predeter-
mined threshold, the thermal fuse rapidly melts, disconnecting
the faulty cell from the rest of the module. This disconnection
prevents abnormal current from propagating to neighboring cells,
significantly reducing the likelihood of chain-reaction failures. By
achieving cell-level electrical isolation, this approach improves
the module’s fault tolerance and enhances overall electrical safety.

In terms of physical structural design, as shown in Figure 1b,
thermal transfer between adjacent cells during TR propagation
can be effectively reduced by introducing thermal barriers, such
as fire-resistant walls, or by maintaining appropriate spacing
between neighboring cells. In the event of TR in a single cell, the
thermal barrier can partially contain the generated heat, thereby
delaying thermal propagation and limiting incident spread. This
passive protection strategy is particularly critical in high-energy-
density battery modules, where the consequences of TR are
severe [189, 190]. However, it should also be noted that, under
normal operating conditions, thermal barriers may reduce the
overall heat dissipation efficiency of the system to some extent,
reflecting an inherent trade-off between thermal management
performance and safety protection under extreme conditions
[191]. In addition to insulation strategies, optimizing the geomet-
ric design of battery cells can also enhance thermal dissipation

and mitigate TR risks. A representative example is BYD’s blade
battery, which restructures conventional cylindrical or prismatic
cells into ultra-thin, elongated rectangular formats [192]. This
design increases the surface-area-to-volume ratio, enhancing heat
dissipation and accelerating thermal transport from the cell
interior. Consequently, it mitigates localized temperature rise,
promotes more uniform temperature distribution at the module
level, and improves both thermal safety and space utilization,
achieving a balanced integration of safety and packing efficiency.

Notably, the transferability of intrinsic-safety strategies from LIBs
to next-generation chemistries is not guaranteed. Changes in
reaction kinetics, thermal stability windows, gas and particu-
late emissions, and interfacial compatibility can shift dominant
failure modes and hazard metrics. As a result, materials and struc-
tural solutions proven effective for LIBs may deliver diminished
benefits, require re-optimization, or even introduce new risk
pathways when applied to solid-state, alkali-metal, sulfur-based,
or other emerging systems. Therefore, intrinsic-safety design
should be chemistry-aware, and maturity should be interpreted
under the specific chemistry and operating envelope rather than
assumed to be universally applicable.

3.5 | Compatibility and Coupling Effects of
Intrinsic Safety Strategies

Intrinsic safety design in batteries increasingly relies on the inte-
gration of multiple material strategies, in addition to individual
approaches. While individual strategies such as SEI engineer-
ing, SSEs or GPEs, and thermally functional materials have
demonstrated effectiveness in enhancing safety, their combined
application introduces complex interdependencies that require
systematic consideration.

From the perspective of synergistic design, the integration of
multiple material strategies may provide complementary ben-
efits beyond those achievable by individual approaches alone.
Taking SSE as an example, although SSEs can enhance energy
density to a certain extent and eliminate the risks associated
with volatility and leakage of conventional liquid electrolytes,
interfacial instability between lithium metal and SSEs remains
a critical challenge in all-solid-state lithium metal batteries.
By introducing multiple SEI engineering strategies in a coor-
dinated manner, such as crystal-facet-regulated SEI formation
and prelithiation-induced interphase construction, a stable and
ion-conductive interphase can be established at the solid-solid
interface. This effectively suppresses side reactions and mitigates
dendrite formation, thereby improving both cycling stability
and safety [193-195]. Furthermore, in sulfide-based all-solid-state
batteries, the cathode interface often suffers from severe inter-
facial reactions and limited ionic transport. Through multiscale
cathode interfacial engineering, the strategy can evolve from inert
protective coatings to functional solid electrolyte coatings with
ionic conductivity. Such an approach enables the simultaneous
stabilization of interfacial chemistry and enhancement of ionic
transport, leading to synergistic improvements in interfacial
stability, electrochemical performance, and safety [196, 197]. In
addition, for high-nickel layered cathode materials, pronounced
interfacial side reactions and structural degradation present
significant challenges. Single surface modification strategies are
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often insufficient to simultaneously ensure interfacial stability
and structural integrity. By combining surface coating with near-
surface elemental doping, a synergistic modification strategy can
be achieved, which not only constructs a stable interfacial layer
but also optimizes the crystal structure and stress distribution.
This synergistic modification effectively suppresses side reactions
and structural degradation, thereby enhancing both safety and
cycling durability [198, 199].

However, the integration of multiple intrinsic safety strategies
is not necessarily additive. If not properly coordinated, their
combination may introduce trade-offs or even new failure modes.
For instance, when phosphorus-containing flame-retardant addi-
tives, such as trimethyl phosphate (TMP), are used together
with SEI-forming additives possessing relatively low reduction
potentials, such as ethylene carbonate (EC), EC may not be able
to preferentially form a dense SEI before the co-intercalation of
TMP occurs, because its reduction potential (approximately 0.95
V) is substantially lower than the onset potential for TMP co-
intercalation (approximately 1.4 V). The co-intercalation of TMP
not only enlarges the graphite interlayer spacing and increases
the reactive surface area, but also lowers the reduction stability of
the system and accelerates the decomposition of TMP, ultimately
resulting in the failure of the intended SEI protection mech-
anism [200, 201]. Moreover, adverse coupling effects may also
arise between prelithiation and interfacial regulation strategies.
Although prelithiation can compensate for lithium loss and
improve the initial interfacial condition, when applied in systems
with limited interfacial ionic transport, it may aggravate localized
lithium accumulation, thereby increasing the risk of lithium
plating and thermal instability [202, 203].

Based on the above analysis, the distinct underlying mechanisms
and optimization objectives of different intrinsic safety strategies
indicate that both synergistic and antagonistic interactions may
emerge during their combined implementation. Therefore, the
design of advanced battery systems with enhanced safety requires
a system-level perspective for the coordinated integration of
multiple strategies, guided by several general design principles.
In this context, interfacial stability is of central importance, as
interfaces often serve as the primary sites for electrochemical
reactions and thermal degradation. At the same time, continuous
and low-resistance ionic transport pathways must be maintained
to prevent localized current density buildup and the resulting
thermal hotspots [204]. Furthermore, mechanical compatibil-
ity among different components is also essential, as it can
mitigate stress accumulation and suppress structural cracking
as well as interfacial delamination. In addition, a multiscale
design framework is required, in which material-level strategies
are systematically coordinated with thermal management and
structural design at the cell and module levels.

4 | System-Level Safety Design and Monitoring

Driven by the increasing diversification of application demands,
battery cells are typically assembled in series, parallel, or a combi-
nation of both configurations to achieve the required power and
energy outputs, thereby meeting the performance requirements
of EVs, ESSs, and portable electronic devices [205, 206]. However,
as the structural complexity and energy density of battery systems

increase, these multi-cell assemblies also face significant safety
challenges. In particular, when an individual cell exhibits abnor-
mal behavior such as rapid capacity degradation or localized
TR, the resulting failure can propagate swiftly to neighboring
cells, triggering chain reactions that ultimately lead to system-
level failure and even catastrophic events. Although intrinsic
safety design strategies can mitigate such risks to some extent,
relying on these measures alone is insufficient to fully eliminate
potential safety hazards. Consequently, achieving high-precision
monitoring, real-time sensing, and dynamic management of
battery states during operation has emerged as a critical issue
in battery technology development [207, 208]. To this end, a
systematic multi-level design approach is required, encompassing
accurate acquisition of sensor data, advanced data processing
and state estimation, optimized system protection strategies, and
rapid response of execution units. Such an integrated system-
level safety monitoring and management framework is essential
for ensuring the long-term stability of battery systems and main-
taining their operation within predefined optimal conditions
[209].

4.1 | Sensor Integration

The accuracy of BMS control algorithms is primarily determined
by the reliability and stability of sensor measurements. To
enable efficient monitoring and early fault detection, modern
battery systems integrate various sensors, such as temperature,
voltage, current, and gas sensors, forming the first line of
defense in battery safety. These sensors continuously monitor key
parameters, identifying abnormal signals and issuing warnings
before failures reach irreversible stages. As battery systems grow
more complex, greater demands are placed on sensor networks
regarding spatial distribution, measurement precision, and elec-
tromagnetic interference immunity, all of which directly affect
BMS performance. Thus, developing high-reliability multimodal
sensing frameworks is essential for advancing next-generation
intelligent BMS [210].

4.1.1 | Multimodal Sensor Types, Monitoring Objectives,
and Physical Deployment

The primary sensors integrated into battery systems include
electrical and temperature sensors, which are essential for mon-
itoring battery operation. Electrical sensors measure individual
cell voltages and total pack voltage, while current sensors monitor
branch and bus currents. Voltage analysis helps assess cell health,
such as capacity degradation or increased internal resistance,
while current measurements detect faults, such as overcurrent
and short circuits, aiding system-level protection decisions [211].
Temperature sensors, typically mounted on the battery surface,
enable real-time monitoring of cell temperatures. By tracking
temperature values and changes, TR and other heat-related
failures can be predicted. Anomalies in temperature distribution
may also indicate defective cells [212]. However, the recent
increase in fires in EVs and ESSs highlights the limitations of
relying solely on electrical and thermal signals. Failures often
involve electrolyte decomposition and gas generation in addition
to thermal anomalies. Gas and pressure sensors near the battery
pack vents or relief valves detect leakage, swelling, or gaseous
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byproducts from side reactions, providing early fault detection at
the pack level [213]. However, these sensors primarily monitor
macroscopic external responses, and irreversible damage may
occur before anomalies are detected. To enable earlier fault detec-
tion, acoustic sensing technology has been explored. Acoustic
sensors mounted on the battery casing or terminals operate by
detecting acoustic emission signals generated during material
damage. When electrode materials undergo quasi-brittle fracture,
such as crack initiation or propagation, transient elastic waves
are released. These waves originate from the damage source,
propagate through the medium to the material surface, and
induce time-varying voltage signals in the sensing element via
the piezoelectric effect. The sensor output is typically amplified
by a preamplifier, and the nominal resonant frequency of such
sensors generally ranges from 50 to 200 kHz. Owing to this capa-
bility, acoustic sensors can identify ISCs and arcing phenomena
induced by separator rupture or lithium dendrite penetration,
thereby providing a basis for early fault intervention [214, 215]. In
addition, both infrared thermography and X-ray imaging enable
nondestructive monitoring. Infrared thermography is based on
Planck’s law of thermal radiation, with a temperature resolution
of up to 0.03°C and a frame rate exceeding 30 fps, making
it suitable for identifying thermal abnormalities such as local
overheating in battery cells [216]. X-ray imaging, by contrast,
is based on differences in X-ray attenuation coefficients among
materials, with a response time of less than 0.2 s, and can be
used to monitor structural changes such as electrode damage
and separator integrity [217, 218]. These multimodal sensing tech-
nologies support the development of a multi-tiered battery health
monitoring system, enhancing system safety and reliability.

4.1.2 | Key Challenges and Constraints in Sensor
Deployment

Measurement data from sensors often suffer from deviations,
limiting the optimization of BMS performance. For example,
current sensing may exhibit zero offset drift when no load is
connected, caused by factors such as temperature fluctuations,
component aging, bias voltage, analog-to-digital converter reso-
lution limits, and electromagnetic interference. Although these
drifts are generally small, they can introduce systematic errors in
state estimations, reducing fault detection accuracy. To mitigate
this, measures such as automatic zero calibration, electromag-
netic shielding, low-pass filtering, single-point grounding, and
environmental compensation should be employed to enhance the
robustness and integrity of sensor data [219]. In large battery
packs, equipping each cell with sensors increases wiring com-
plexity and costs. For instance, installing temperature sensors on
all cells provides high spatial resolution but is often impractical
due to cost and maintenance challenges. To balance accuracy and
cost, optimizing sensor layout strategies is essential. By strategi-
cally placing sensors and combining thermal models with data
interpolation, temperature distribution within battery packs can
be reconstructed, enabling precise thermal anomaly detection.
This approach is crucial for improving manufacturability, cost-
effectiveness, and reliability, especially in high-energy-density
pack designs [220]. In addition, sensors, like batteries themselves,
are subject to service-life limitations. In high-load, long-duration
operating scenarios such as commercial vehicle fleets and grid-

scale ESSs, sensors are continuously exposed to harsh conditions,
which can accelerate aging and lead to signal drift, reduced
sensitivity, and increased measurement noise. Among them,
temperature and gas sensors are particularly susceptible to
aging and contamination, which can weaken the ability of BMS
to perceive and monitor critical states. In fluorine-containing
battery systems, the corrosive internal environment can further
accelerate sensor degradation. Accordingly, it is necessary to
systematically evaluate the long-term stability of materials such
as silica optical fibers, chalcogenide optical fibers, and plasmonic
metal coatings under harsh battery chemical environments, and
to develop further innovative coating materials that combine
excellent chemical and thermal stability to improve sensor
reliability and durability under complex service conditions. At
the same time, measures such as durable material selection,
optimized packaging processes, anti-interference circuit design,
periodic calibration, and sensor health monitoring are also
required to identify performance degradation in a timely manner
and initiate maintenance actions, thereby ensuring the long-term
stable operation of battery safety monitoring systems [221, 222].

4.1.3 | Next Generation Battery Monitoring Sensor
Systems

Most current BMS sensors function as passive data acquisition
nodes. However, future battery systems may require sensors
to evolve into intelligent terminals capable of active percep-
tion and collaboration. To address the limitations of existing
sensors, which are prone to measurement deviations due to
electromagnetic interference and temperature fluctuations, next-
generation sensors should integrate localized computing and
edge intelligence. By implementing real-time anomaly detection
and in-situ data correction through embedded algorithms, these
sensors can ensure data accuracy at the source. Furthermore,
to overcome the latency of surface monitoring and the issues
faced by wired sensors, a miniaturized wireless sensing system
integrated within the cell jelly roll is proposed. Using power line
communication, this system transmits signals via battery tabs,
enabling real-time internal temperature and strain monitoring
without affecting electrochemical performance. Compared to
surface monitoring, this technology allows precise localization
of mechanical failures and improves sensitivity to localized
ISC, enhancing early detection of TR. This “intelligent front-
end” design, combining edge intelligence with in-situ sensing,
is expected to reduce the computational burden on the BMS,
improving response time and system robustness [223].

For large-scale ESSs with stringent safety requirements, TR of
a single cell can trigger catastrophic chain reactions. In such
cases, distributed sensing technologies such as fiber optic sensor
networks can be employed. Fiber bragg grating sensors, for
example, operate on the principle of Bragg wavelength shift.
Variations in temperature, strain, and pressure inside the battery
can alter the grating period, thereby causing a shift in the reflected
wavelength. By analyzing these wavelength changes, tempera-
ture, pressure, and strain information can be decoupled. Among
these approaches, in situ infrared fiber-optic detection exhibits
rapid response capability, with a detection time of only about 4
s [215]. These systems offer long-distance coverage, high spatial
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resolution, and strong resistance to electromagnetic interference,
enabling continuous monitoring and early warning at the battery
pack level [224]. In contrast, wearable devices, flexible electron-
ics, and miniature robots impose strict constraints on size, weight,
and flexibility. Printed electronic sensors, with their low cost,
lightweight, and flexible characteristics, hold significant potential
for meeting the monitoring requirements of next-generation
miniaturized battery systems [225]. Furthermore, quantum sens-
ing exploits the high sensitivity of microscopic quantum states to
minute variations in external electromagnetic fields and temper-
ature, thereby enabling ultrahigh-precision detection beyond the
limits of classical measurement. For example, a high-sensitivity
current measurement with a precision of 10 mA over a range of
1000 A has been demonstrated. Owing to its high sensitivity and
nondestructive detection capability, this technology shows strong
potential for real-time monitoring of early battery faults. It can
also complement printed electronic sensors, thereby promoting
the development of miniaturized monitoring systems [226].

Finally, as AI becomes more deeply integrated into battery
management, efficient and standardized data flow from sensors is
increasingly critical. Designing sensors that support standardized
bus interfaces such as Controller area network (CAN) and inter
integrated circuit (I2C) may allow seamless integration with BMS
and higher level AI algorithms. This approach ensures high
precision, high speed, and low latency data transmission. The
resulting synergy between hardware and software is expected
to drive the evolution of battery management toward greater
intelligence and reliability.

4.2 | Battery Management System

The BMS is essential in modern battery systems, ensuring optimal
performance, safety, and longevity. It monitors the health and
status of individual cells in real-time, managing the entire
battery system. A traditional BMS, embedded in EVs or ESS,
controls charging and discharging to enable real-time system
management [227]. However, as battery technology advances
and application scenarios diversify, the operating conditions for
BMS have become more complex, requiring higher performance.
As battery systems expand from EVs to renewable ESS and
portable power sources, BMS is required to adapt to increasingly
varied environments, requiring enhanced real-time capabilities,
intelligent control, and high stability. Concurrently, the rise of
big data, Al algorithms, and increased computational resources
has led to the development of cloud-based BMS, which leverages
big data analytics, machine learning, and predictive algorithms
to optimize battery management [228]. Cloud-based BMS enables
large-scale data processing, predictive analytics, and remote
monitoring, improving fault detection and decision-making. The
integration of onboard and cloud-based systems is expected to
play a critical role in optimizing battery performance, safety, and
longevity.

4.2.1 | Onboard BMS
The onboard BMS is an integrated electronic system installed

directly in EVs or ESSs. It interfaces with various sensors through
communication protocols such as CAN and 12C, facilitating effi-

cient, real-time data transmission at fixed sampling intervals. This
system enables real-time sensing, state estimation, rapid feedback
control, and data uploading, making it a critical component for
ensuring battery safety and performance management [229]. As
shown in Figure 4, the onboard BMS consists of multiple func-
tional modules, with the most critical functionalities including
the following aspects:

4.2.1.1 | Real-Time Sensing. The performance of the
onboard BMS relies on accurate and efficient signal acquisition,
with strict requirements for critical parameter measurements.
For instance, bus current resolution should be at least 0.1 A,
total voltage should have a resolution of 0.1 V, and individual
cell voltages should be measured with high precision (1 mV)
for detailed monitoring. Different battery chemistries, such as
LFP, require specific measurement precision, as small voltage
changes can cause significant errors in remaining capacity
estimation. In addition to precision, high sampling frequencies
are essential for capturing rapid events like TR, which can
occur within seconds. Therefore, temperature, voltage, and
current should be sampled at around 1000 Hz. However,
higher sampling rates increase power consumption and system
complexity, so lower frequencies may be used for non-critical
signals to reduce system load. Signal transmission in BMS
systems is often susceptible to electromagnetic interference,
potentially leading to data distortion. To mitigate this, the BMS
is required to perform anomaly detection and preprocessing,
such as filtering and noise reduction. Future improvements in
electromagnetic compatibility, including better circuit layouts
and enhanced shielding and grounding, are expected to further
enhance data reliability and provide accurate input for processing
[230].

4.2.1.2 | State Estimation and Online Prognosis. One of
the core functions of the BMS is to provide real-time and accurate
estimation of the operational status of both individual battery
cells and the entire battery pack. These state parameters include
SOC, SOH, state of power (SOP), state of function (SOF), end
of life (EOL), and state of energy (SOE), among others [208,
227, 231-235]. However, most of these state parameters cannot
be directly measured and rely primarily on the calculation
or derivation of SOC and SOH. Since SOC and SOH are not
directly available, their estimation typically involves indirect
calculation based on measurable signals such as voltage, current,
and temperature [227, 236]. Among the existing SOC estimation
methods, the amp-hour integration method is the most successful
and widely used commercial method in onboard BMS systems
with limited computational power due to its simple logic and low
computational load [227, 237]. However, this method is highly
dependent on the accuracy of current measurements, which
can introduce cumulative errors. To mitigate this issue, multiple
correction strategies are often employed. For example, when
the battery is in a resting state, its terminal voltage gradually
stabilizes. This characteristic can be used in conjunction with
the relationship between open-circuit voltage (OCV) and SOC at
different temperatures for static correction of SOC. Additionally,
strategies such as full charge correction and full discharge
correction are commonly used to further improve estimation
accuracy [238]. In addition to the amp-hour integration method,
model-based SOC estimation methods are also widely applied
in onboard BMS systems. These methods primarily include
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scale trend analysis, trains deep safety models, and distributes updates across systems. The integration of these two layers enables both fast reaction and

long-term intelligence evolution.

equivalent circuit models (ECMs) and electrochemical models
[208, 239]. Among these, ECMs are the mainstream solution due
to their relatively low computational complexity and convenient
parameter acquisition. This method represents the dynamic
behavior of the battery using circuit elements such as resistors
and capacitors, and combines voltage, current, and temperature
measurements to identify model parameters, thereby formulating
state equations and performing dynamic SOC estimation by
means of optimization algorithms such as Kalman filtering [240].
In contrast, electrochemical models offer deeper insights into
the physical and chemical processes inside the battery, providing
higher accuracy. However, these models are complex, difficult to
parameterize, and computationally intensive, which presents sig-
nificant challenges to their application in onboard BMS systems
[241]. For SOH estimation, the vehicle-mounted onboard BMS
primarily uses capacity degradation as the key indicator. Battery
capacity degradation is closely related to calendar life and the
number of cycles. Battery manufacturers typically provide empir-
ical capacity degradation curves based on experimental tests,
correlating the degradation with the number of cycles. The BMS
relies on these empirical data to estimate SOH. However, such

methods also face the issue of gradually increasing cumulative
errors during long-term operation.

In addition to the evaluation of SOH, accurate prediction of
battery EOL is also critical for maintenance decisions and safe,
reliable operation. Existing studies have shown that capacity
fading trajectories and EOL can be predicted online using only
the historical operating data of an individual battery, with average
errors for degradation trajectory and EOL as low as 2.8% and 8.2%,
respectively [242]. Under more complex practical conditions,
adaptive frameworks that combine offline global models with
online individualized updating have achieved test errors as low
as 0.93% and 1.41% on laboratory data and real-world fleet data,
respectively, while online adaptation can further reduce the error
by up to 13.7% [243]. Moreover, Liu et al. proposed a time-series-
decomposition-based ensembled lightweight learning model for
cases with limited labeled data. The model does not require
an offline training dataset. It can achieve high-accuracy EOL
prediction using only a small amount of historical data from a
single battery, and it also provides a certain degree of degradation
diagnostic capability [244]. Furthermore, the significance of
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online prediction is no longer limited to providing a single
EOL point. Rather, it lies in continuously characterizing the
future degradation evolution of batteries by integrating historical
and field-operating data. Based on this capability for lifetime
extrapolation under subsequent operating conditions, BMS can
further support health-conscious operational optimization, main-
tenance, and warranty decisions, as well as post-retirement
assessment of suitability for second-life use and determination of
recycling timing. As these capabilities continue to advance, their
application scope is expected to extend beyond the operational
stage to broader lifecycle management domains, including design
and manufacturing, smart-grid dispatch, and resource circu-
larity, thereby improving system-level economic performance
and resource allocation efficiency [34, 245]. Meanwhile, with
advancements in data transmission technology and computa-
tional power, uploading signals collected by the onboard BMS to
the original equipment manufacturer (OEM) for large-scale cen-
tralized data analysis and updating algorithms and parameters
via remote Over-the-Air (OTA) methods has gradually become an
important direction for achieving high-precision state estimation
and dynamic optimization of battery performance [246].

4.2.1.3 | Fast Feedback Control. Based on high-precision
real-time sensor signals collected by the BMS and the estimated
battery states, fast feedback control is another core function
and critical task of the onboard BMS. The primary control
functions can be summarized into three main modules: thermal
management, balancing control, and fault diagnosis [227, 247].

For thermal management, the ideal operating temperature range
for LIBs is typically 20°C to 25°C. However, due to fluctuations
in environmental temperature and the heat generated during
battery operation, it is often difficult to maintain the battery
temperature within this ideal range. When the temperature falls
below 15°C, the viscosity of the electrolyte increases significantly,
hindering lithium-ion migration and leading to increased internal
resistance and capacity degradation. Conversely, excessively high
temperatures may trigger thermal feedback, potentially resulting
in TR. Therefore, an efficient thermal management system is
required not only to monitor battery temperature in real time
but also to regulate heating or cooling actuators when anomalies
occur, keeping the battery within a healthy operating temperature
range and controlling temperature differences between cells
to prevent extreme TR events [248-250]. Currently, the most
common method for battery heating is positive temperature coef-
ficient (PTC) heating. This method uses thermistors as heating
elements that are in direct contact with the battery [251]. Research
has shown that, when combined with adaptive self-preheating
algorithms embedded in the onboard BMS, PTC heating can
achieve an average temperature rise rate exceeding 40°C/min,
maintaining the battery at approximately 30°C even in extreme
environments as low as -40°C, with a temperature difference
between cells controlled within 1.5°C [252]. However, PTC heat-
ing consumes energy from the battery itself, with parasitic power
typically accounting for 5% to 15% of the total vehicle drive
power, which limits its application in energy-sensitive scenarios
such as EVs [253]. Consequently, researchers have explored more
efficient heating methods. For example, one study proposed a
motor waste heat recovery system, which reduces PTC energy
consumption by 68.7%, 49.98%, and 35.97% at -5°C, -15°C, and
-25°C, respectively [254]. Furthermore, thermal management

control algorithms are also critical. One study proposed a PTC
power control strategy based on a feed-forward neural network,
which effectively reduced parasitic PTC power by 6.74% [255].
In addition to PTC, air heating and liquid heating are also
applied; the former transfers heat by heating air, while the latter
heats liquid using electric heating wires, which then transfers
heat to the battery. However, neither of these methods matches
PTC in heating rate efficiency. In cooling, onboard BMS often
deploys solutions such as air cooling, PCM cooling, and liquid
cooling [256, 257]. Air cooling has a simple structure and low
cost, but limited cooling efficiency, making it suitable for small
or low-power battery packs. PCM cooling absorbs heat through
latent heat during phase transitions, offering the advantage of no
additional energy consumption, but with high cost and limited
cooling capacity, it is commonly used in compact battery systems
where complex cooling systems cannot be installed [258, 259].
Liquid cooling, however, offers high cooling efficiency and good
temperature uniformity, making it the mainstream choice and
widely used in large-capacity, high-power battery packs. The
realization of efficient liquid cooling relies on optimized pipeline
structures, refrigerant properties, and the collaborative design
of embedded control algorithms. For example, one study pro-
posed a novel distributed inlet immersed liquid cooling method,
which, when combined with fluid dynamics, backpropagation
neural networks, and a reference vector-guided evolutionary
algorithm, reduced the maximum battery temperature by 5.9%,
the temperature difference by 4.3%, and significantly lowered
the additional power consumption caused by liquid cooling
compared to traditional strategies under 5C charging conditions
[260]. Whether for heating or cooling, the control is dependent
on sensor signal inputs, with the embedded algorithms of the
onboard BMS performing calculations and driving actuators to
take the corresponding actions. Therefore, given a relatively fixed
battery hardware architecture, continuously optimizing the BMS
thermal management control algorithms is crucial for ensuring
the stability, efficiency, and safety of the entire battery system.

Despite significant advancements in current battery manufac-
turing processes, there remains a degree of capacity variation
among cells produced in the same batch, which often intensifies
during use. To address inconsistencies arising from both the
manufacturing and usage processes of battery cells, battery pack
balancing control was developed [261]. The primary goal is
to prevent certain battery cells from entering overcharge or
overdischarge states too early during charge and discharge cycles,
which would lead to premature shutdown of the battery pack
and reduce overall capacity utilization efficiency. The objectives
of battery pack balancing control can be summarized into three
categories: balancing the voltage, SOC, and capacity across cells
[262]. Since SOC and capacity are often difficult to measure
directly, they are typically estimated. Therefore, most commercial
BMS use a voltage-based balancing strategy, ensuring, through
longitudinal BMS, that the voltage difference between cells does
not exceed a preset threshold during battery pack operation,
thus avoiding voltage inconsistencies between cells. Balancing
control technology can be divided into passive balancing and
active balancing methods [227, 261, 263]. Passive balancing works
by dissipating excess energy from higher-voltage cells through
resistors on the BMS circuit board when voltage differences
between cells exceed the set threshold, thereby equalizing the
voltage across all cells. This method has the advantages of a
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simple structure, good stability, ease of implementation, and low
cost, and is widely used in commercial vehicle-mounted BMS.
However, the principle of passive balancing inherently requires
the dissipation of some energy to balance the cells, making it
inefficient. Additionally, this process generates extra heat, which
may affect the stability and safety of the BMS control board
[264]. In contrast, active balancing uses power electronic devices
integrated into the BMS hardware to transfer energy. Compared to
passive balancing, active balancing offers higher energy efficiency
and is especially suited for large battery systems. Despite its
more complex control algorithms and structure, active balancing
can achieve efficient balancing without wasting battery energy
[261, 265]. Active balancing techniques can be categorized into
three main architectures based on the energy transfer actuators:
capacitive-based, inductive/transformer-based, and converter-
based methods [261, 266]. The capacitive-based active balancing
technique uses capacitors as intermediaries for energy storage
and transfer. It stores excess energy from the higher-voltage bat-
tery cells in the capacitors and releases it to the lower-voltage cells
to maintain energy balance. This method typically balances one
pair of selected battery cells at a time, resulting in lower efficiency
[267]. To address this, researchers have proposed the dual-layer
switched capacitor method, which reduces the balancing time by
50% [261, 268]. The inductive or transformer-based active balanc-
ing technique utilizes the continuous, gradual variation of current
in inductive elements to redistribute energy between cells. Unlike
other components, the balancing current in inductors is not
affected by the reduction in voltage differences between cells,
ensuring a relatively constant current output and preventing
fluctuations in dynamic response caused by voltage convergence.
Additionally, this method enables bi-directional energy flow
between cells [261, 269]. The converter-based active balancing
technique is the most complex but can achieve energy balance
through efficient step-up/down conversions. This method allows
for voltage and current adjustments over a wide range, ensuring
efficient energy transfer [270]. Apart from the differences in
balancing actuators, the balancing algorithms embedded in the
BMS also significantly impact balancing efficiency. For example,
one research utilized inductors for energy transfer and applied a
particle swarm optimization algorithm to dynamically optimize
the balancing process, thereby obtaining the optimal energy
path for balancing. Research shows that this method improved
balancing speed by 36% and reduced energy loss by 2.39%
[271]. However, the active balancing technology, which relies on
numerous power electronic devices, significantly increases the
cost of the onboard BMS, and balancing speed generally correlates
positively with circuit complexity and cost. Therefore, optimiz-
ing the balancing architecture and strategy remains a crucial
direction for the development of BMS technology to achieve
a balance between cost and efficiency in different application
scenarios.

In large-scale series-parallel battery systems, the onboard BMS
needs to continuously monitor the internal state of the battery
and identify potential faults and their types, including ISC,
external short circuits, excessive voltage differences, temperature
differences, and TR issues [272]. Depending on the severity of the
fault, the onboard BMS is likely to execute appropriate control
strategies and report the fault. However, due to computational
limitations, the onboard BMS typically detects faults only from
real-time sensor data residuals and from whether those residuals

exceed preset thresholds. For example, one standard for detecting
TR is whether cell temperature exceeds a predefined threshold
[273]. This method, which directly uses statistical analysis and
threshold judgment based on sensor data, has the advantages
of a simple structure, low computational requirements, and
strong interpretability. Therefore, it has been widely applied
in EVs and ESSs. However, traditional methods are limited in
the types of faults they can identify and, more importantly,
cannot provide early warnings. They generally only capture
fault data after the fault has occurred. In particular, for TR
and other faults, fault propagation is extremely fast. Even if the
onboard BMS can detect and then control the TR, the isolation
measures taken at that point may not effectively curb the spread
of the fault [274]. With advances in machine learning and the
increasing computational power of onboard BMS chips, machine
learning-based fault prediction methods are becoming feasible.
For example, one study proposed a method that combines Long
Short-Term Memory (LSTM) networks and Convolutional Neural
Networks (CNNs) to predict battery temperature. It successfully
achieved a 27-minute early fault warning for potential TR risks
in battery packs [275]. Zhao et al. proposed a multi-fault diag-
nostic method for battery packs based on deep neural networks
and autoencoders, specifically targeting soft short circuits and
external short circuits. In external short-circuit fault diagnosis,
the F1 score reached 93.74%, while the rapid diagnosis score
for soft short circuits reached an impressive 99.13% [276]. With
ongoing algorithm optimization and increasing data volume,
machine learning-based fault prediction methods are expected
to more accurately identify potential faults and enable pre-
ventive measures in advance, enhancing the safety of battery
systems.

4.2.1.4 | Data Transmission and Cloud Connectivity.
Lastly, serving as a pivotal bridge between physical battery
entities and the digital domain, the onboard BMS is critical
for transmitting high-fidelity data from the edge to the cloud.
It is required to execute the standardized encapsulation and
compression of acquired multi-dimensional time-series data,
including voltage, current, temperature, and fault alarms, in strict
accordance with unified Internet of Vehicles communication
protocols. Leveraging the high-bandwidth, low-latency transmis-
sion channels provided by onboard 5G T-BOX (Telematics box)
units or intelligent gateways, these data are uploaded in real
time to OEMs or third-party cloud servers. This process not
only facilitates off-site disaster recovery backup and traceability
management of critical operational data but also furnishes an
indispensable data foundation for conducting large-scale par-
allel computing, constructing high-precision digital twins, and
training large battery models in the cloud.

422 | Cloud BMS

In contrast to the onboard BMS, which targets individual vehicles
and is constrained by limited embedded computational power
and storage resources, the cloud-based BMS utilizes an elas-
tically scalable computing and storage architecture (Figure 5).
This capability enables the centralized governance, in-depth
analysis, and decision dissemination of large-scale operational
data across fleets. With the maturation of wireless commu-
nication technologies, such as 5G, alongside cloud computing
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FIGURE 5 | Overall architecture and functional mechanism of cloud BMS for enhancing battery safety. (a) Cloud-based monitoring and data
cleaning, including multi-source signal acquisition, distributional analysis, and data preprocessing. Adapted with permission [297]. Copyright 2025,

Elsevier. (b) Fleet-level comparison and pattern recognition, involving influencing-factor analysis, correlation analysis, and clustering. Adapted with
permission [297]. Copyright 2025, Elsevier. (c) Cloud-based large-model training and edge-cloud collaborative calibration, integrating cloud learning
with edge-side inference. (d) Intelligent operation and maintenance across the full lifecycle, including data-assisted design, online monitoring and OTA
updating, traceability analysis, and grading and value assessment for recycling and second-life utilization.

infrastructure, the deployment costs of cloud-based BMS have
significantly decreased. This reduction enables the system to per-
form computationally intensive tasks, including large-scale data
cleaning, fleet-level battery state assessment, fault prediction,
parameter calibration, and complex model training, as illustrated
in Figure 4. Furthermore, through wireless communication,
the system implements remote OTA updates, thereby providing
terminal users with continuously evolving battery management
services [277].

4.2.21 | Large-scale Data Cleansing. The onboard BMS
transmits real-time operational data via onboard communica-
tion terminals, such as the T-BOX, in accordance with unified
standards, including the Chinese National Guidelines (GB/T
32960) series specifications. This data encompasses critical sig-
nals including voltage, current, temperature, and insulation
status. Upon reception, the cloud platform must first perform
protocol parsing, field mapping, timestamp synchronization, and
metadata management to ensure that the data meets consistency
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and traceability requirements before ingestion into the data
lake [278]. However, constrained by complex vehicle operating
environments, such as obstruction by high-rise buildings and tun-
nels, as well as adverse weather conditions and electromagnetic
interference, the raw uploaded data frequently exhibits quality
issues. These issues, including packet loss, abnormal drift, and
duplicate uploads, severely constrain the accuracy of downstream
modeling [279-281]. To address this bottleneck, the cloud BMS
implements a multi-tiered data-cleaning strategy that leverages
distributed storage and computing frameworks, as illustrated in
Figure 5a. First, the system accurately identifies and eliminates
outliers using statistical methods, such as the interquartile range
and box plots, in conjunction with residual analyses derived
from electrochemical or thermal-mechanism models. Second, the
system repairs missing fragments of time-series data by employ-
ing linear interpolation, Lagrange interpolation, or generative
models based on deep learning, followed by deduplication and
resampling processes. Finally, the system performs spatiotem-
poral alignment of vehicle operational data with environmental
information, such as meteorology, road gradient, and altitude.
It subsequently performs data slicing and condition labeling
based on operating modes—including charging, discharging,
and resting—thereby constructing highly available, standardized
datasets. In this domain, a study on EV cloud platforms designed
an integrated battery data-cleaning framework. Through a multi-
level screening mechanism, this framework achieved an anomaly
sample detection rate exceeding 93.3% and controlled the data
repair error to within 2.11%, significantly enhancing data quality
[282]. Addressing SOH prediction tasks, another related work
introduced standardized outlier-elimination and invalid-value-
cleaning procedures for modeling data uploaded from terminals.
Furthermore, it incorporated refined slicing processing combined
with ambient temperature data, effectively mitigating the inter-
ference of noisy data on model training [283]. It is noteworthy
that vehicle data is typically uploaded at a high frequency of 1 Hz,
with a single vehicle generating millions of data frames annually.
Confronted with the petabyte-scale data deluge resulting from the
concurrent uploads of massive fleets, relying on the robust elastic
computing capabilities of the cloud for real-time and efficient
data governance constitutes a prerequisite for achieving high-
precision battery management and excavating value throughout
the full lifecycle.

4.2.2.2 | Cohort-level Comparison and Pattern Recogni-
tion. Upon the completion of cleaning and standardization
governance, multi-source heterogeneous data enters the stage of
cohort-level analysis (Figure 5b). This constitutes the core advan-
tage distinguishing the cloud BMS from traditional terminal
management systems. Unlike the local perspective of the terminal
side, which can observe only a single vehicle or battery pack,
the cloud BMS relies on operational data aggregated at a macro
scale from tens of thousands of EVs and energy storage units to
construct a high-dimensional spatiotemporal data space across
time, regions, and environments. On this basis, utilizing cross-
sectional comparison and longitudinal tracking, the system can
systematically decouple the coupled influence mechanisms of
multiple factors, such as ambient temperature, driving behavior,
charging patterns, and manufacturing consistency differences—
on battery aging trajectories, fault evolution, and potential safety
risks [284, 285]. To extract critical degradation features and
anomaly indicators from large datasets, the cloud BMS leverages

statistical and machine learning algorithms. For correlation
analysis, Pearson and Spearman correlation coefficients are
commonly used to quantify linear and nonlinear relationships
between usage behavior parameters and SOH, the internal resis-
tance growth rate, and TR risk. In pattern recognition, principal
component analysis is used to reduce the dimensionality of
high-dimensional features. Dynamic time warping is employed
to address similarity measurement in non-aligned time-series
data, in conjunction with density-based clustering algorithms
to accurately identify outlier operating modes and latent failure
characteristics, thereby uncovering the evolution of key aging
factors and hidden faults [286-289]. Multiple empirical stud-
ies have verified the effectiveness of cohort-level analysis in
revealing statistical laws of battery performance degradation.
For instance, a study using one year of operational data from
525 EVs in Shanghai, China, identified 14 behavioral indicators,
including average driving duration and cumulative throughput.
The analysis results confirmed that cumulative mileage and
charging time exhibited a significant negative correlation with the
SOH, revealing a linear degradation trend under urban operating
conditions [290]. Regarding environmental sensitivity, another
three-year longitudinal analysis of fleet-level data discovered a
significant nonlinear “U-shaped” relationship between ambient
temperature and battery energy consumption. Specifically, energy
consumption rises significantly at low temperatures (below 0°C),
while energy efficiency is optimal within the 15-20°C [291]. Fur-
thermore, regarding the impact of SOC management strategies,
a long-cycle study covering ten years pointed out, through the
analysis of operational data from new energy vehicles, that the
proportion of time the SOC remains in the 50%-60% range is
significantly negatively correlated with the battery aging rate, pro-
viding data support for optimizing the SOC window [292]. These
statistical laws, based on cohort big data, provide a solid empirical
foundation for constructing environment-adaptive life prediction
models and energy consumption optimization strategies.

It is worth emphasizing that the cohort analysis of the cloud
BMS does not stop at descriptive statistics but is progressively
evolving deeply toward mechanism-based association and pre-
dictive modeling. Using multi-source data fusion and residual
analysis techniques, the system can identify microscopic feature
signals that are highly correlated with specific electrochemical
degradation mechanisms. For example, under similar SOC and
temperature conditions, by comparing the voltage response tra-
jectories and temperature distribution curves of cells from the
same batch, weak but continuous abnormal drift signals can
be detected. If the monitored unit exhibits a trend of gradually
increasing voltage hysteresis or persistent localized hot spots, it
can be inferred that early faults, such as micro-short circuits, may
be occurring internally. Such early diagnosis strategies based on
feature evolution can not only block risk propagation through
active maintenance and replacement before faults occur but also
feedback failure features to the cell manufacturing and quality
control stages through full-lifecycle data reverse tracking, thereby
realizing the closed-loop optimization of safety management
from manufacturing to usage to operation and maintenance
[293, 294].

4.22.3 | Model Training and State Calibration. Upon
completion of cohort-level feature extraction, the cloud BMS
further constructs data-driven generalized state-mapping models,
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which constitute a core component for achieving precise state
perception across diverse systems and devices. Although the
majority of current onboard BMS incorporate state estimation
algorithms based on physical empirical formulas, as illustrated
in the lower portion of Figure 5c, the parameters of these
models are typically calibrated using data derived from controlled
experimental conditions. Consequently, they struggle to adapt to
complex real-world operating environments. Furthermore, owing
to significant variations among users regarding factors such as
driving behavior, ambient temperature, load characteristics, and
charging and discharging strategies, terminal-side models fre-
quently exhibit accuracy degradation during long-term operation
[34, 295]. More critically, the data-processing capability of an
onboard BMS is limited to a single vehicle or battery pack,
making it difficult to capture macroscopic operational features
and global degradation patterns across a cohort. This limitation
in data visibility severely constrains the generalization capability
and prediction accuracy of the system under dynamic operating
conditions. In contrast, as depicted in the upper portion of
Figure 5c, the cloud BMS leverages large-scale data aggregation
and high-performance computing capabilities to conduct deep
mining on multi-source data across vehicle models, chemical
systems, and geographical regions. This enables the extraction
of common factors influencing the evolution of key state param-
eters, including SOC, SOH, and SOP, among others, under
varying operating conditions, thereby facilitating the construc-
tion of cloud-based large models possessing robust transferability
[292, 296].

At the level of cloud-based model training, to fully exploit the
latent mechanistic information inherent in multi-dimensional
time-series data, mainstream research typically adopts a hybrid
strategy that integrates deep learning with statistical modeling.
The system captures long- and short-term memory dependen-
cies of the battery throughout its full lifecycle by performing
feature extraction and high-dimensional embedding of variables
such as voltage gradient, incremental capacity (IC), charging
frequency, and energy consumption rate. For instance, a study
based on real-world on-road operational data developed a three-
dimensional feature framework encompassing vehicle attributes,
driving behaviors, and electrochemical responses. It introduced a
temporal convolutional network and an improved Transformer
architecture. Using a multi-head attention mechanism, this
method precisely captures the multivariate coupling among volt-
age, temperature, and charge-discharge rates in complex dynamic
environments. Consequently, it generates high-precision cloud-
based prediction results, significantly enhancing the generaliza-
tion robustness of the model across multiple vehicle models
and diverse chemical systems [297]. Such modeling frameworks,
underpinned by cloud-based big data, transcend the limitations
inherent in traditional methodologies that excessively rely on
static calibration parameters derived from laboratory conditions
and prior expert rules. By transitioning toward the autonomous
learning of nonlinear evolutionary laws from massive empirical
data, these frameworks establish a robust foundation for intel-
ligent health management across diverse devices and systems.
However, despite the high precision of large cloud-based models,
their direct application to millisecond-level real-time control is
constrained by communication latency. Consequently, the edge-
cloud collaborative architecture has emerged as a critical pathway
for resolving the trade-off between real-time performance and

model accuracy. As illustrated by the fusion mechanism depicted
in the central region of Figure 5c, this architecture establishes
a bidirectional closed loop consisting of cloud-based offline
training and terminal-side online correction. Within this frame-
work, numerous empirical studies have demonstrated distinct
collaborative strategies. One study constructed a cloud-edge
collaborative framework for SOH estimation, employing the
Kalman filter algorithm as the core corrector. This approach
periodically transmits prediction results from the cloud-based
data-driven model back to the terminal, integrating them into
the terminal-side empirical model to enable dynamic online
parameter correction. While maintaining a low computational
load on the terminal, this strategy effectively overcame the
drift issues associated with fixed-parameter models, thereby
constraining the mean absolute error (MAE) to within 2% [298].
To further enhance precision, another study proposed a more
refined dual-layer update strategy. This methodology integrates
multi-feature fusion with Transformer models, combining a
high-precision deep learning model in the cloud with a dual-
exponential empirical model on the terminal side. Regarding the
collaborative mechanism, the Kalman filter and the Unscented
Kalman filter are used to implement, respectively, the dual-
layer updates of model parameters and states. Experimental
results indicate that this dual correction mechanism achieves
an excellent equilibrium between real-time performance and
accuracy, further reducing the prediction error to less than 1%
[299]. These studies show that joint modeling between the cloud
and the edge can handle data drift and distribution shift in
dynamic, complex environments and deliver adaptive evolution
and high-accuracy state estimation.

Overall, Model training and state calibration based on cohort
analytics transform a cloud BMS from a local monitoring tool
into an intelligent decision system with global perception and
predictive capabilities. By mapping key factors from cohort
comparison to data-driven models and utilizing edge-to-cloud
collaboration for cross-chemistry parameter transfer and remote
calibration, a cloud BMS provides unified health assessment and
proactive optimization across various operating environments
and electrochemical systems. This approach enhances state
estimation accuracy and robustness, establishing a foundation
for a continuously learning and adaptively evolving battery
management ecosystem.

4.2.2.4 | Intelligent Operations and Lifecycle Manage-
ment. Intelligent operations and lifecycle management build on
the cohort awareness and model adaptivity of the cloud BMS.
The objective is to extend the observable, interpretable, and
predictable view of battery health and risk into an actionable,
optimizable, and closed-loop management practice. At the opera-
tions level, the cloud system uses large-scale data mining, physics,
and data fusion models to continuously evaluate and version
core parameters, including thermal control thresholds, balancing
strategies, power limits, charge and discharge windows, and
alarm thresholds. In this way, the system can form differentiated
operations and maintenance strategies for vehicle platforms,
chemistries, and climate zones. Using cloud-based simulation
together with digital twins for joint verification, these strategies
are validated for safety margins and reliability, then delivered
to edge controllers through secure OTA updates. The process
enables dynamic updates to software parameters with online
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rollback protection, so that strategy evolution proceeds with
low risk and minimal interruption, without disturbing real-
time control logic. For fleet-scale applications, the cloud BMS
can employ phased pilots, A/B testing, and staged rollouts to
compare the effectiveness of alternate strategies. With closed-
loop data returned from the edge, the system performs causal
attribution and statistical analysis of key indicators, including
energy consumption, temperature differentials, alarm rates, early
service request rates, and capacity retention. It then consolidates
validated strategies into scenario-specific templates for typical
operating conditions, thereby supporting large-scale deployment
and long-term operations [300]. In the algorithmic practice
within this domain, relevant research has demonstrated the
immense potential of data-driven decision-making. For instance,
addressing the cloud-based charging recommendation problem
for EVs, a study developed an intelligent agent based on reinforce-
ment learning. This algorithm dynamically optimizes to achieve
the dual objectives of minimizing the battery degradation rate
and charging costs, provided that the user’s driving requirements
are met. Experimental results indicate that this strategy can
significantly reduce the annual battery degradation rate from
1.3819%0 to 0.8037%o [301]. Furthermore, if embedded within
the cloud BMS and integrated with spatiotemporal distribution
information of charging stations, this approach can provide
vehicle owners with personalized and optimal charging plans.
Moreover, targeting complex micro-mobility scenarios such as
shared transportation, another study proposed a lithium large
model of the billion-parameter scale. By conducting unsupervised
masked pre-training on more than 10 million entries of real-
world BMS time-series data, this model acquires universal rep-
resentations of battery states. Consequently, by utilizing precise
range prediction and health assessment capabilities, it enables
intelligent battery recommendations and decision-making for
battery-swapping services [302]. These contributions substantiate
the core value of cloud intelligence in enhancing the overall
energy efficiency and operational efficiency of fleets.

As the scope of operations expands from one-time repair and
static warranties to lifecycle governance, the cloud BMS extends
across the full chain from pre-commissioning acceptance to
second life use and recycling and remanufacturing (Figure 5d).
In the early phase, the cloud system applies factory consistency
assessment and early break in monitoring to identify structural
defects and abnormal degradation trajectories, which reduces
early failure rates and returns for service at the source. During
service, RUL prediction and risk grading enable preventive
maintenance and dynamic provisioning of spare parts, thereby
reducing unplanned downtime and increasing vehicle avail-
ability. At retirement, the cloud system uses long-term SOH
trajectories, equivalent full-cycle counts, temperature and stress-
exposure histories, and incident logs to stratify quality, select cells
for second life, and provide SOH-matching guidance and safety
constraints for grid-connected and islanded storage. In reuse and
recycling, lifecycle traceability data support materials recovery
assessment, carbon accounting, and remanufacturing process
optimization. These functions create a closed-loop data sys-
tem that spans manufacturing, use, and regeneration. Through
lifecycle-wide measurement and intervention, the cloud BMS
balances safety, availability, and economics and advances battery
asset management toward high efficiency, low environmental
impact, and intelligence [303, 304].

Despite its advantages in computation and data integration,
cloud-based BMS architectures remain constrained by commu-
nication reliability and data security. Variable network latency
arising from coverage limits, bandwidth contention, and inter-
ference can undermine real-time state estimation and delay
safety-critical responses, particularly under high-rate operation
and extreme thermal conditions. Wireless packet loss and data
integrity issues further disrupt time-series continuity, degrad-
ing cloud-based modeling and diagnostic accuracy. In parallel,
large-scale deployment raises persistent concerns regarding data
security and privacy, as battery operational data may expose
sensitive user and asset information [305]. Battery operational
data often contains sensitive information, including location
traces, driving patterns, charging behavior, and equipment iden-
tifiers; inadequate protection may expose personal privacy or
commercial confidentiality. To mitigate these risks, multilayer
defense strategies—such as encrypted communication, mutual
authentication between edge and cloud, and hierarchical access
control—have been proposed. Future research should further
advance ultra-reliable communication, edge—cloud collaboration,
and privacy-preserving computing to enable secure, trustworthy,
and truly real-time intelligent battery management [277].

5 | Intelligent Battery Safety Monitoring:
Algorithms to Deployment

Confronted with increasingly heterogeneous operating condi-
tions and progressively stringent safety and reliability standards,
battery management technology is accelerating its evolution from
passive monitoring toward autonomy and intelligence. Driven by
the rapid advancement of computational intelligence, advanced
algorithms, such as machine learning, have deeply permeated
the field of battery safety monitoring, paving novel technological
pathways to transcend the performance bottlenecks of tradi-
tional methodologies. In contrast to traditional deterministic
diagnostic methods that rely on fixed rules or static thresholds,
AI technologies offer robust nonlinear modeling capabilities.
These technologies facilitate the autonomous extraction of latent
features from large-scale, high-dimensional heterogeneous data,
the identification of weak early-stage risk signals, and the con-
struction of cognitive models endowed with continuous learning
and self-evolutionary capabilities. Despite the significant advan-
tages demonstrated by data-driven approaches, their practical
engineering implementation faces severe challenges, including
difficulties in multi-source data fusion, constraints on computa-
tional resources, insufficient physical model interpretability, and
issues regarding system deployment security [306-308].

Consequently, this section focuses on the next-generation Al-
based battery safety monitoring system, aiming to systematically
elucidate the technical framework and evolutionary trends of
this domain across four core dimensions: perception, algorithms,
mechanisms, and deployment. This endeavor seeks to construct
a comprehensive research landscape encompassing the spectrum
from underlying signal acquisition to top-level intelligent coordi-
nation, as illustrated in Figure 6. Specifically, at the perception
level, the monitoring paradigm extends beyond the acquisition
of single physical quantities, such as voltage and current, to
multimodal fusion perception that encompasses multidimen-
sional information, including electrochemical, thermodynamic,
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learning and digital twins. (d) Scalable deployment via edge and federated learning.

acoustic, and optical data. This expansion aims to transcend the
observational limitations of single-source signals and achieve a
holistic mapping of the internal state of the battery. Concurrently,
at the algorithmic level, to address the critical issues of scarce
real-world safety event samples and exorbitant annotation costs,
the modeling paradigm is progressively shifting from supervised
learning that relies on large-scale labels toward data-efficient
paradigms such as few-shot learning, semi-supervised learning
(Semi-SL), and self-supervised learning (Self-SL). This transition
aims to enhance the generalization capability of models under
long-tail fault distributions. Furthermore, at the mechanism
level, to address the deficiencies of purely data-driven mod-

els in physical consistency and interpretability, the research
focus is shifting toward physics-informed learning, digital twin
technologies, and post-hoc methods. By deeply integrating elec-
trochemical mechanisms with data-driven models, this approach
seeks to construct hybrid modeling architectures that possess
both precision and physical credibility. Finally, at the deployment
level, leveraging edge computing and federated learning tech-
nologies can address computational bottlenecks and data privacy
challenges. This promotes distributed intelligent collaboration
across devices and fleets, thereby realizing the continuous evolu-
tion of battery safety management systems throughout their full
lifecycle.
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5.1 | Multimodal Safety Diagnostics

With the exponential growth in the scale of battery systems
and the increasing complexity of operating conditions, tradi-
tional diagnostic methods relying on single-modal signals, such
as voltage and current, struggle to effectively capture early,
weak anomaly features induced by multi-physics coupling. To
address this challenge, modern battery packs have integrated
multi-dimensional perception networks including pressure, gas,
acoustic, and image sensors, among others (Figure 6a). These
heterogeneous sensors provide rich data sources across electro-
chemical, thermodynamic, mechanical, and optical dimensions,
containing complementary fault-indication information [309-
312]. Therefore, utilizing multimodal fusion technology to break
the observational limitations of single physical quantities and
build a robust, high-sensitivity risk identification framework has
become a key direction for enhancing intrinsic battery system
safety. Unlike single-channel diagnosis, multimodal intelligent
diagnosis aims to extract latent correlations and spatiotemporal
evolution laws among data through cross-modal information
interaction at the feature or decision layer, thereby achieving
precise risk prediction and trend locking when fault symptoms
are still in a concealed stage. In the architectural design of
multimodal safety diagnosis, paradigms are typically classified
into feature-level fusion and decision-level fusion based on
the stage where fusion occurs (Figure 6a). Feature-level fusion
utilizes neural networks to directly learn nonlinear coupling
relationships between different modal signals after raw data
input, constructing a unified high-dimensional feature space
and outputting prediction results based on a shared classifier
or regressor, realizing deep integration and collaborative repre-
sentation of multi-source information. In contrast, decision-level
fusion allows each modality to perform feature extraction and
inference independently. Then it employs strategies such as neu-
ral network ensembles, weighted voting, or Bayesian inference
to synthesize a judgment at the result level, thereby obtaining
diagnostic conclusions with higher confidence.

In the application of feature-level fusion, to address the issue
that single signals struggle to comprehensively depict battery
aging paths, a study proposed a battery SOH prediction frame-
work based on multimodal feature fusion. This method maps
current, voltage, and temperature signals to a unified feature
space, uses CNNs to extract local features, combines bidirec-
tional LSTM (BiLSTM) networks to capture long-term temporal
dependencies of degradation, and introduces spatiotemporal
attention mechanisms to weight the importance of different
modalities dynamically. This architecture effectively extracted
the intrinsic laws of battery health evolution, realizing multi-
step degradation prediction, with estimation accuracy in the
early degradation stage improved by more than 65% compared to
benchmark single-modal models [313]. To address the alignment
challenge between infrared images and temperature sequences
for TR prediction, another study developed a model that fused
two-dimensional heatmaps and one-dimensional temperature
sequences. This model employed ResNet18 and one-dimensional
CNN to extract spatial and temporal features, respectively, and
achieved semantic alignment of cross-modal features through
bidirectional cross-attention mechanisms. Ultimately, through
temperature trend prediction via a multi-scale gating fusion

module, the root mean squared error (RMSE) was reduced
by 91.07% compared to traditional methods, fully verifying the
precision advantage of deep feature-level fusion in processing
high-dimensional heterogeneous data [314]. Unlike feature-level
fusion, decision-level fusion offers greater flexibility in pro-
cessing multi-domain signals. A study on early TR warning
proposed a decision-level diagnostic method based on the fusion
of time-domain and frequency-domain signals. This approach
first applied phase space reconstruction to transform time-
domain voltage signals and frequency-domain features into high-
dimensional representations, followed by weighted fusion of the
dual-domain signals after independent inference using a squeeze-
and-excitation network-gated recurrent unit (GRU) cross-modal
fusion classifier. By introducing cross-attention mechanisms to
capture deep correlations between time-frequency features, the
method significantly improved the identification of TR propa-
gation paths, providing a warning an average of 7954 s earlier
than TR onset, thus highlighting the significant advantage of
decision-level fusion in early risk detection [315].

Notably, multimodal fusion not only improves diagnostic sensi-
tivity and robustness but also provides an important technical
interface for connecting data-driven models with physical mech-
anisms. By explicitly mapping multimodal features to physical
domain variables such as temperature gradients, electrochemical
potentials, or mechanical stress distributions, the fusion model
enables the inversion and interpretation of degradation mecha-
nisms, thereby endowing the AI model with higher interpretabil-
ity and engineering credibility. Simultaneously, addressing chal-
lenges such as modality asynchrony, mismatching sampling rates,
and signal absence prevalent in practical applications, cross-
modal representation learning has become a hotspot of frontier
research. By learning modality-invariant representations in a
latent embedding space, the model can maintain inference stabil-
ity using complementary information even when partial inputs
are missing. For instance, multimodal variational autoencoders
realize the generation and reconstruction of complementary
features between modalities through shared latent variable struc-
tures, whereas contrastive learning and co-attention mechanisms
adaptively allocate weights during modal interaction to highlight
key modalities and suppress noise interference [316]. These
methods significantly enhance the generalization capability and
transferability of the model in multi-source heterogeneous and
non-ideal data environments.

However, as multimodal deep learning model architectures
become increasingly complex, issues of parameter redundancy
and low computational efficiency have gradually become promi-
nent. Many multimodal models introduce a large volume of
redundant parameters while pursuing precision, posing severe
challenges to the edge computing resources of the BMS.
Therefore, improving training and inference efficiency through
techniques such as model pruning and knowledge distillation
while ensuring model performance remains a key problem that
urgently needs a solution in the future. Overall, research on
multimodal intelligent diagnosis is driving battery safety moni-
toring from simple multi-source signal acquisition toward deep
cognitive fusion, laying a solid foundation for building a next-
generation BMS characterized by comprehensive perception,
autonomous prediction, and high reliability.
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5.2 | Learning Paradigms for Data-efficient Safety
Prediction

Battery safety events are typically characterized by the dual
attributes of rarity and high risk. Consequently, traditional deep
learning methodologies often struggle to achieve effective gen-
eralization in practical scenarios when sufficient labeled data
is absent. Particularly in critical domains such as battery fault
prediction and TR analysis, the extreme scarcity of relevant
scenarios often results in a severe data shortage for modeling.
The paucity of labeled data not only constrains the training
performance of deep learning models but also significantly ele-
vates the risk of overfitting. Furthermore, the annotation process
itself often entails exorbitant costs, which further exacerbates the
difficulty of data acquisition. In this context, the introduction of
data-efficient machine learning methodologies has emerged as a
critical approach to addressing the aforementioned challenges.
These methodologies are capable of effectively utilizing unlabeled
data or an extremely limited number of labeled samples to
achieve precise identification and prediction of faults and safety
events, even under conditions where labeled samples are severely
restricted [317].

5.2.1 | Semi-Supervised Learning With Limited Labels

Semi-SL represents a pivotal branch of data-efficient learning
paradigms, aiming to establish a knowledge transfer mechanism
between supervised signals and unsupervised distributions. This
approach provides core technical support for overcoming the
critical bottleneck of scarce labeled samples and high annotation
costs in the field of battery safety monitoring. This paradigm
emphasizes the extensive mining of intrinsic structural informa-
tion and dynamic evolution laws contained within massive and
easily accessible unlabeled operating data, under the constraint
of relying solely on a limited quantity of high-quality labeled
samples. In practical engineering scenarios, such unlabeled
data typically accounts for more than 90% of the total dataset,
encompassing multi-dimensional monitoring signals such as
voltage time-series sequences, temperature dynamic response
curves, and transient current characteristics throughout the full
lifecycle of the battery. The theoretical foundation of Semi-
SL is established upon the manifold assumption, positing that
battery monitoring data exhibits specific low-dimensional man-
ifold structures or distributional characteristics within a high-
dimensional feature space [318]. For instance, voltage-capacity
curves across different states of health exhibit clustered dis-
tributions along degradation trajectories, while thermal signals
during fault evolution phases exhibit significant correlation in the
temporal dimension. By introducing unlabeled data, the model
can acquire a more comprehensive prior of data distribution,
thereby capturing the essential characteristics of battery state
evolution more accurately and effectively mitigating the risks
of overfitting and limited generalization capabilities caused by
insufficient labeled samples.

At the methodological level, Semi-SL typically adopts a col-
laborative training framework in which labeled data provide
supervision. In contrast, unlabeled data are exploited through
constraint-based regularization, including consistency enforce-

ment, entropy minimization, and generative modeling. Con-
sistency regularization encourages prediction invariance under
small input perturbations (e.g., noise injection or temporal
masking), enhancing robustness to distributional variations.
Entropy minimization drives confident predictions on unlabeled
samples, thereby sharpening decision boundaries. At the same
time, generative modeling captures the underlying data manifold
to synthesize representative samples and implicitly expand the
effective training set. Together, these mechanisms enable Semi-
SL models to leverage unlabeled data to learn smoother and
more discriminative representations of multi-dimensional bat-
tery states [319]. Under this general framework, the self-training
strategy stands as one of the most widely applied methods in the
field of battery safety, as illustrated in Figure 6b. An initial model
trained on limited labeled data iteratively assigns pseudo-labels to
high-confidence unlabeled samples, which are then incorporated
into subsequent training cycles. This closed-loop process expands
data coverage and improves generalization under complex oper-
ating conditions without incurring substantial annotation costs
[320].

Based on the aforementioned theoretical framework, Semi-SL
has demonstrated significant engineering utility across multiple
battery safety tasks. To address scenarios with insufficient early-
cycle data for newly produced batteries, a study proposed a
joint estimation framework that combines Semi-SL with an
LSTM network. This method utilized a multi-graph Laplacian
semi-supervised algorithm to extract seven-dimensional health
features from voltage and IC curves, achieving an SOH estimation
error of less than 4% under conditions where the proportion
of labeled data was less than 15%. Subsequently, the generated
capacity evolution sequence was input into the LSTM network for
degradation dynamics modeling, achieving high-precision RUL
prediction with an MAE as low as 0.06 cycles. This strategy
requires only approximately one-sixth of the labeled volume to
reach an accuracy approaching that of fully supervised mod-
els, providing a cost-effective pathway for early life prediction
[321]. Another study proposed the partial Bayesian co-training
method, constructing a dual-view linear model system. This
approach utilizes a partial view composed of key degradation
features to generate pseudo-labels, guiding the training of the
full view model. Through maximum a posteriori probability
optimization, the method achieved an accuracy improvement
of 21.9% compared to the traditional Lasso method while rely-
ing on only about ten groups of labeled data, and effectively
identified key physical features related to energy dissipation.
This framework reduces full-lifecycle testing requirements by
approximately 80% while ensuring precision, significantly saving
research and development testing costs [322]. In the field of
fault diagnosis, Semi-SL exhibits similarly superior performance.
Related research proposed a model based on the densely con-
nected contrastive observer for detecting resistance anomalies
and voltage faults in VRLA batteries. This method introduced a
horizontal axis cropping data augmentation strategy to enhance
the self-learning capability of time-series image features, achiev-
ing a diagnostic accuracy of 95.63% in one-shot scenarios, which
is significantly superior to existing industrial-grade methods
[323].

In summary, Semi-SL demonstrates unique advantages in battery
safety monitoring. Under constraints of high annotation costs
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and scarce fault samples, it can fully utilize the unlabeled
portion of massive operational data, significantly improving the
robustness of fault identification and SOH estimation. However,
practical application still faces challenges. On one hand, the
minimum threshold for the quantity of labeled samples and
quality standards lacks systematic quantification, and the mini-
mum effective scale of annotation required to avoid performance
degradation remains to be studied in depth. On the other
hand, pseudo-labels inevitably contain noise; thus, construct-
ing a learning framework robust to noisy labels to suppress
the risk of error propagation and ensure decision reliability
is a key problem urgently awaiting solution. In the future,
combining technologies such as multimodal data fusion, graph
structure learning, and physics-constrained learning, Semi-SL
is expected to realize efficient knowledge transfer under more
complex cross-platform operating conditions, laying a solid foun-
dation for building a highly credible and self-evolving intelligent
BMS.

5.2.2 | Few-Shot Learning for Rare Events

Few-shot learning represents a machine learning paradigm
specifically engineered for scenarios characterized by an extreme
scarcity of samples or long-tail distributions within high-
dimensional feature spaces. Distinct from Semi-SL, which relies
on the iterative optimization of large-scale unlabeled data and
pseudo-labels, few-shot learning aims to preserve the core dis-
criminative performance and generalization capability of models
under boundary conditions where labeled resources are severely
restricted or impossible to expand. This paradigm possesses
significant applicability and necessity within the domain of
battery safety monitoring. High-risk faults, such as localized
overheating, micro-short circuits, and TR, exhibit evolution pro-
cesses that are simultaneous, sudden, concealed, and irreversible.
Consequently, acquiring complete observational data and high-
quality labeled samples during actual operation is extremely
difficult, and available samples remain at minimal levels. In
this context, traditional deep learning methods driven by mas-
sive labeled data struggle to converge effectively and cannot
construct fault diagnosis models with reliable generalization
capabilities. To address this critical bottleneck, few-shot learning
eliminates the direct dependence on large-scale labeled data.
Instead, it employs strategies such as transfer learning and
meta-learning to extract generalizable feature representations
or optimization strategies from source tasks with relatively
abundant data, thereby acquiring rapid adaptive capabilities. In
target fault diagnosis tasks, the model requires only a minimal
number of labeled samples (typically a support set of fewer
than 5) to achieve effective identification of novel fault modes
and parameter adaptation. This ensures that high-precision
fault diagnosis capabilities and robustness are maintained
even under constraints of severely limited labeled resources
[9, 324, 325].

As a key enabler of few-shot learning, transfer learning reuses
model parameters, feature representations, or optimization
strategies learned in a source domain and adapts them to a
target task, typically via fine-tuning. Its central premise relaxes
the independent and identically distributed assumption under-

lying conventional machine learning by allowing knowledge
transfer across domains or tasks. By aligning shared repre-
sentations, transfer learning substantially reduces the reliance
on large labeled datasets and improves model generalization
across varying operating conditions or battery systems [326].
In the context of generalization across chemical systems, one
study proposed a fusion transfer network based on CNNs and
FlashAttention-2. This method abandoned reliance on complete
cycle data, utilizing only partial charging segments from 80%
SOC to the cutoff voltage as input features. Combined with
transfer learning strategies, it successfully migrated aging fea-
tures of LFP batteries to NCM and NCA batteries. On the
LFP dataset, this model achieved an RMSE of 0.109% with
extremely low video memory usage and power consumption,
and the full-lifecycle diagnosis required only 57 milliseconds,
verifying the efficiency of partial data sampling strategies in
cross-system SOH estimation [35]. Addressing the temporal
challenge of scarce early cycle data and variable operating
conditions, another study constructed a multi-scenario transfer
prediction framework based on few-shot learning. This method
first utilized the full lifecycle curves of single cells to generate a
large volume of pseudo-degradation trajectories via polynomial
functions for pre-training the deep network. Subsequently, it
constructed a hybrid model integrating a GRU and a one-
dimensional CNN. By freezing the GRU layer and utilizing
data from the first 100 cycles of the target battery to fine-tune
the CNN layer, the model achieved rapid adaptation to new
scenarios. In cross-condition validation using the MIT dataset
and laboratory NCM battery datasets, this method achieved pre-
cise prediction of full-lifecycle trajectories, effectively resolving
the cold-start problem of data-driven models under variable
conditions [327]. Furthermore, facing the extreme scenario where
real TR data is scarce, and distribution differences are significant,
related work proposed a multi-source domain transfer learning
diagnosis framework based on few-shot learning. This method
first designed a data distribution metric strategy based on seg-
mented voltage differences to select source domains with high
relevance from multiple historical TR cases, thereby avoiding
negative transfer. Subsequently, it utilized stage adversarial net-
works and risk adversarial networks to extract domain-invariant
features of time-series data under few-shot conditions. This
achieved an average early warning lead time of 13.8 min for
TR across different battery types and abuse conditions [328].
In summary, transfer learning effectively breaks down data
barriers between source and target domains through feature
alignment and parameter reuse, providing a data-efficient solu-
tion for state assessment under variable conditions and across
systems.

Complementary to transfer learning, which focuses on param-
eter and feature reuse, meta-learning is a paradigm designed
to endow models with the capacity to “learn to learn.” Its
objective is not to directly solve a specific task but to acquire
transferable initialization parameters, optimization strategies, or
metric spaces via training on a series of source tasks. Conse-
quently, when confronting a new task, the model can converge
to the optimal solution using only minimal labeled data. In
few-shot scenarios, meta-learning typically employs an episodic
training mechanism, organizing data into multiple N-way K-
shot tasks to simulate the realistic scarcity conditions of the
target phase. This enables the model to learn how to efficiently
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extract common features and suppress overfitting across the
task distribution, thereby achieving rapid adaptation and high-
precision identification of rare fault modes [329-331]. Regarding
the enhancement of adaptive feature extraction capabilities, a
study proposed a prediction framework combining meta-learning
with adaptive feature selection to address the challenge of
battery lifecycle prediction. This framework dynamically adjusts
feature weights through a meta-learning mechanism, effectively
capturing critical degradation indicators from a small amount
of labeled data. Experimental results demonstrated that by
optimizing feature selection, the model significantly improved
generalization capabilities, with the MAE and RMSE reduced
by factors of 13.04 and 12.69, respectively. Moreover, when using
data from only the first five cycles, the prediction performance
approached that of traditional fully supervised methods [332].
Considering that real-world battery operation data often contains
various types of noise and environmental interference, another
study specifically proposed the Bayesian meta random graph
model, aiming to solve the RUL prediction problem under
conditions where few-shot data and uncertainty coexist. This
model integrates a meta-learning framework with stochastic
graph networks, enhancing the robustness of feature extraction in
limited-data and uncertain environments by introducing random
feature functions and graph structure optimization. Tests on the
National Aeronautics and Space Administration and the Center
for Advanced Life Cycle Engineering datasets indicated that this
model improved the RMSE and MAE by more than 40%. On
the Massachusetts Institute of Technology dataset, it controlled
the prediction error within an extremely low range, demon-
strating superior performance in complex noise environments
[333]. Overall, meta-learning endows the model with potent,
rapid adaptation capabilities through high-order optimization
at the task distribution level, enabling it to quickly establish
precise mapping relationships using very few observational
samples when facing entirely new fault modes or degradation
trajectories.

Although few-shot learning has successfully addressed the pre-
diction challenges of rare events such as battery faults by
extracting transferable knowledge from minimal labeled samples,
it still faces several limitations in large-scale practical deploy-
ment. For instance, when the distributional discrepancy between
the source and target domains is excessive, “negative transfer”
may occut, leading to a decline rather than an improvement
in the model’s performance. Furthermore, existing methods
are predominantly based on pure data-driven approaches and
lack explicit constraints related to the internal electrochemical
mechanisms of the battery, resulting in insufficient physical
interpretability of predictions under extreme operating condi-
tions. Future directions involve the deep integration of few-shot
learning with PINNs, leveraging physics-based constraints to
compensate for the insufficiency of data information, which is
expected to be a key direction for enhancing model reliability.
Simultaneously, leveraging the powerful representation capabil-
ities of large language models(LLMs) or pre-trained foundation
models to construct cross-modal, multi-scale universal battery
feature extractors holds promise for further breaking through
the performance ceiling of few-shot learning, thereby realizing
more robust, transparent, and precise intelligent battery safety
monitoring.

5.2.3 | Self-Supervised Representation Learning

Self-SL is a learning paradigm that can extract supervisory
signals from the data itself without manual annotation. Its core
philosophy is to drive the model to learn feature representa-
tions with strong transferability by constructing rational pretext
tasks, thereby establishing a high-quality feature foundation for
downstream tasks. Distinct from Semi-SL and few-shot learning,
Self-SL completely eliminates dependence on external labeled
data during its initial pre-training phase. It requires neither
guidance from a small amount of label information nor col-
laborative training between supervised and unsupervised data,
but rather directly utilizes the intrinsic structural attributes or
spatiotemporal consistency of the data to automatically generate
pseudo-labels as supervisory signals. Notably, unlike traditional
unsupervised learning, which focuses on data distribution clus-
tering or simple dimensionality reduction, Self-SL emphasizes
guiding the model to learn useful representations rich in semantic
information through ingenious task design, rather than being
limited to sample clustering or low-dimensional mapping. Com-
mon pretext tasks include time-series sequence prediction, image
patch reorganization based on spatial relationships, construction
of positive and negative sample pairs for contrastive learning,
and masked reconstruction. By solving these tasks, the model can
deeply capture the low-dimensional manifold structure, semantic
consistency, and dynamic evolution laws of the data, thereby
constructing feature representations with high generalization
capability regarding input signals [9, 334-336]. As illustrated
in Figure 6b, representations acquired via Self-SL typically
exhibit excellent transferability, enabling efficient application
to downstream classification, prediction, or anomaly-detection
tasks through fine-tuning or linear probing. While significantly
reducing annotation costs, this paradigm effectively enhances the
generalization capability and robustness of the model in few-shot,
non-stationary, or cross-condition scenarios.

Leveraging the aforementioned significant advantages in feature
extraction and generalization, Self-SL offers a new technical
pathway to break the data bottleneck in battery monitoring and
has achieved substantial progress in key tasks such as fault
diagnosis and health state assessment. First, in the domain of
discrete battery fault diagnosis, addressing detection challenges
in non-ideal data environments, a study proposed a multi-source
self-supervised domain adaptation network. This method inno-
vatively combines multidimensional collaborative Self-SL with
multi-source adaptive transfer learning to address data scarcity
and class imbalance issues encountered in practical applications
of valve-regulated lead-acid batteries. Through robust features
extracted via self-supervised tasks and domain adaptation via
transfer learning, this model significantly improved fault detec-
tion performance, with experimental results indicating a diag-
nostic accuracy of 99.71% in the target domain [337]. Extending
the application scope from discrete fault detection to continuous
state estimation, Self-SL also demonstrates data efficiency in
SOH estimation. A study developed a self-supervised framework
with weak labels that enhances input features by introducing
signal-processing techniques such as Gramian angular fields
and differential calculation, and uses a Vision Transformer as
a feature extractor for self-supervised pre-training. Empirical
research shows that, by effectively capturing latent features
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through self-supervised pre-training, this method reduced the
MAE and RMSE by 0.5219% and 0.6085%, respectively, compared
to traditional fully supervised learning methods, while using
only 30% labeled data, thereby validating its data efficiency in
label-constrained scenarios [338]. Furthermore, to address special
scenarios characterized by data fragmentation and label scarcity
under privacy-regulation constraints, another study proposed
a self-supervised pre-training framework based on segment-
similarity-weighted masked reconstruction. This method first
uses segment-level contrastive learning to capture high-level
semantic similarity among fragmented charging segments. Then
it forces a BILSTM encoder to learn both fine-grained charging
patterns and global correlation features simultaneously through
a similarity-weighted masked reconstruction task. Under the
condition of using only 10% labeled data for fine-tuning, this
model reduced the testing error by 31.9% compared to state-
of-the-art benchmark models in complex domain shift scenar-
ios involving cross-manufacturer and whole-lifecycle battery
aging. This strategy effectively exploits the potential of large-
scale, unlabeled, privacy-preserving data to achieve high-capacity
estimation under low-resource constraints [339]. Although the
aforementioned studies have achieved significant progress under
laboratory and restricted-dataset conditions, validating their
effectiveness in real-world road operation environments remains
a key link between theory and practice. To address the high
dynamics and complexity of real-world vehicle data, a study
proposed an aging diagnosis method based on self-supervised
machine learning. This method uses large-scale unlabeled charg-
ing data, combined with IC analysis, to effectively extract aging
features from charging sequences for capacity estimation. Under
optimal configuration, this method improved the RMSE and
MAE by 74.54% and 60.50%, respectively, compared to supervised
learning benchmarks, requiring labeled data from only two
EVs to complete model fine-tuning, demonstrating the immense
potential of Self-SL in resolving the engineering challenge of
abundant real-vehicle data but scarce labels [340].

Overall, as related technologies mature, the core advantages
of Self-SL in large-scale fleet data mining and full lifecycle
management have become increasingly prominent. However,
the field currently faces several critical challenges urgently
requiring solutions. First, regarding the non-stationary char-
acteristics of battery time-series data, designing pretext tasks
that are both universal and efficient remains particularly chal-
lenging, and the feature sensitivity of specific pretext tasks to
different downstream fault types varies, limiting generalization
efficacy. Second, self-supervised pre-training often entails high
computational resource consumption and storage overhead, and
achieving efficient training and lightweight model deployment
on massive, scale-heterogeneous unlabeled data remains a key
bottleneck constraining practical application. Looking forward,
deeply integrating the Self-SL paradigm with the Large battery
models foundation, and utilizing Transformer architectures to
conduct universal feature pre-training on massive heterogeneous
data, holds the promise of overcoming the limitations of tradition-
ally hand-crafted pretext tasks. Simultaneously, by introducing
physics-informed constraints and multimodal data fusion mech-
anisms, the interpretability and physical consistency of feature
representations can be further enhanced, thereby propelling the
next generation of BMS toward a higher order of intelligence and
autonomy.

It should be noted that the applicability of different learning
paradigms in battery safety tasks is strongly scenario-dependent.
Specifically, few-shot learning is more suitable for rapid warning
and cross-scenario adaptation in extreme fault scenarios, such
as TR and ISC, where labeled samples are highly scarce. Semi-
SL is more appropriate for scenarios in which a limited number
of labeled samples coexist with large amounts of unlabeled
operational data, and is particularly suitable for state estimation,
fault identification, and early warning at the battery-pack and
even fleet levels. Self-SL, by contrast, is better suited to large-
scale, continuous time-series data that lack manual annotations.
Through pretraining, it can acquire general representations with
strong generalization capability, thereby providing a foundation
for subsequent anomaly identification, degradation diagnosis,
and safety-state assessment. Therefore, in battery safety tasks,
the selection of a learning paradigm fundamentally depends on
label availability, fault rarity, data organization, and deployment
objectives.

5.3 | Physics-Informed and Interpretable
Machine Learning

LIBs are inherently highly nonlinear, time-varying, and complex
dynamic systems characterized by strong multiphysics coupling.
Their internal mechanisms involve ion migration at the micro-
scopic level, electrochemical reactions at electrode interfaces,
and heat generation and transfer at the macroscopic level. These
processes are intertwined and continuously evolve alongside
aging throughout the full lifecycle. Traditional modeling methods
based on first principles or pure physical mechanisms, such as
the pseudo-two-dimensional model, possess scientific rigor and
interpretability, yet they typically involve the solution of high-
dimensional systems of partial differential equations, resulting in
extremely high computational complexity. Furthermore, the high
sensitivity of model parameters to different chemical systems and
aging states makes parameter identification difficult, thereby ren-
dering real-time control in vehicle-embedded systems with lim-
ited computing power challenging to achieve. On the other hand,
pure data-driven models have demonstrated potential in battery
state assessment by virtue of their powerful nonlinear fitting
capabilities and flexibility. However, they are essentially “black
box” models, and their performance is highly dependent on
massive and high-quality labeled data. Under out-of-distribution
operating conditions not covered by the training data, purely data-
driven models are extremely prone to overfitting. They may even
yield predictions that violate physical laws such as mass conserva-
tion or energy conservation, thereby severely lacking robustness
and safety assurance [341-343]. More importantly, in battery
safety-related tasks, high predictive accuracy alone is insufficient
to support practical deployment. Models must also be able to
establish relatively clear links among input features, prediction
outputs, and underlying failure mechanisms, thereby enhancing
the interpretability, verifiability, and engineering transferability
of the results [344]. To achieve a more appropriate balance among
computational efficiency, generalization capability, predictive
accuracy, and model interpretability, increasing attention has
been directed toward physics-informed learning, digital twins,
and post-hoc interpretability analysis. Among these, physics-
informed learning constructs deeply integrated mechanism-data
hybrid models by embedding physical governing equations,
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boundary conditions, mechanistic constraints, or features with
explicit physical meaning into data-driven frameworks. Such
approaches not only comply with fundamental physical laws
but also enable dynamic correction based on measured data.
Digital twins further realize dynamic characterization of the com-
plex physicochemical states and evolutionary processes within
batteries through virtual-real mapping and online updating.
Meanwhile, post-hoc interpretability methods, such as Shapley
Additive exPlanations (SHAP) and feature importance analysis,
provide important complementary tools for revealing the basis
of model decisions, identifying key influencing factors, and
improving model transparency. Collectively, these approaches are
driving intelligent battery modeling beyond a sole emphasis on
predictive accuracy toward a more balanced paradigm that also
incorporates physical consistency, mechanistic understanding,
and engineering trustworthiness, thereby providing more reliable
technical support for next-generation intelligent BMS [345, 346].

5.3.1 | Physics-Informed Neural Networks

PINNSs represent a modeling paradigm that integrates physical
priors with data-driven learning in a deeply unified manner.
In contrast to traditional purely data-driven black-box models,
PINNSs explicitly or implicitly incorporate physical constraints,
such as governing equations, boundary conditions, and con-
servation laws, into their network architectures and training
procedures. This enables them to capture complex nonlinear
relationships while remaining consistent with the intrinsic elec-
trochemical, thermodynamic, and mass-conservation principles
of battery systems. For battery fault diagnosis and health-
state estimation, these characteristics improve model general-
ization across a wide range of operating conditions, particularly
under extreme or out-of-distribution scenarios, and significantly
enhance physical interpretability [347, 348].

Asillustrated in Figure 7, existing applications of PINNs in battery
modeling can be broadly categorized into three methodological
classes. The abbreviations and mathematical symbols used in
Figure 7 are defined in Section S2 of the Supporting Informa-
tion. The first class, shown in Figure 7a, incorporates explicit
physical constraint terms into the loss function. By reformulating
heat-conduction equations, electrochemical kinetic equations,
mass-conservation equations, and other governing relations into
residual form, these constraints are optimized jointly with data-
fitting errors, guiding the network to satisfy physical laws while
achieving predictive accuracy. The second class, depicted in
Figure 7b, embeds neural networks as nonlinear approximation
components within model structures that possess explicit physi-
cal meaning, such as ECMs or mechanism-based electrochemical
models. In these gray-box or semi-physical formulations, the
physical model provides the macroscopic structural framework.
At the same time, the neural network compensates for parameters
or submodules that are difficult to model precisely. The third
class, illustrated in Figure 7c, directly incorporates physically
meaningful internal state variables, such as electrode-surface
lithium-ion concentration or ohmic resistance, as model inputs,
thereby embedding physical semantics in the feature space and
improving both the credibility and interpretability of the model
outputs.

Building on the overall framework described above, existing
studies have explored these three methodological directions to
develop targeted approaches for intelligent battery fault diagnosis
and state assessment. For the first category of methods based
on physics-constrained loss functions, the body of research is
particularly extensive. One line of work imposes constraints on
the trend of the estimated variables by leveraging prior relation-
ships, such as the monotonicity between physical quantities. For
example, a study proposed a lightweight two-stage PINN that
uses relaxation voltage from an ECM and the peak values of
IC curves as features, and employs the monotonic relationship
between IC peaks and the SOH to construct the physical loss
constraint, and this method achieved an MAE of approximately
0.68% across LIBs with different chemistries [349]. Another line of
research moves beyond trend constraints and introduces explicit
physical governing equations directly into the loss function to
further ensure the physical consistency of the estimation results.
In battery-temperature prediction, addressing the challenge that
large-format cells exhibit highly nonuniform temperature fields
that are difficult to measure directly, a study combined a battery
thermal-balance physical model with an LSTM network. By
incorporating the thermal model residuals as physical constraints
into the loss function, real-time estimation of temperature distri-
butions under various operating conditions was achieved, with
both RMSE and MAE remaining below 0.6°C [350]. However,
when dealing with more complex physical processes, such as
multiphysics coupling, it is often necessary to handle multiple
physical parameters and governing equations simultaneously,
and these parameters and equations are not always easy to obtain
or define precisely in practice. To address this challenge, some
studies approximate the complex physical processes using neural
networks while incorporating partial mechanistic constraints to
enhance physical plausibility. For instance, one study developed
a PINN architecture composed of a feature-to-SOH mapping
function and a degradation-dynamics nonlinear function. It
introduced a partial differential equation loss based on the rela-
tionship between SEI film growth rate and battery-aging kinetics,
thus ensuring consistency with degradation mechanisms. In
experiments involving more than 300 cells covering a wide
range of chemistries and charge-discharge protocols, this method
achieved a mean absolute percentage error (MAPE) of 0.87% [351].
In the context of rechargeable-battery health-state estimation,
Zhu et al. proposed a two-stage framework that integrates PINNs
with Bayesian calibration. A degradation model based on porous
electrode theory was first used to generate simulation data
for PINN pretraining, followed by fine-tuning on experimental
data using a Bayesian SOH estimation model. Monte Carlo
dropout was used to quantify uncertainty, leading to a MAPE
of 1.45% and an RMSE of 0.0142, representing a substantial
improvement relative to conventional methods [352]. For the
second category of gray-box modeling methods that embed neural
networks within physically meaningful model structures, existing
research indicates clear advantages in interpretability and data
efficiency. One study proposed an interpretable PINN constructed
on an ECM, in which physical quantities, including charge,
SOC, OCYV, and polarization resistance, are explicitly embedded
in the network architecture. Because the forward computation
strictly follows ECM equations, physical consistency is ensured
without requiring additional physics-based loss terms. Even
with only about 30 samples, the model was able to adaptively
learn system parameters and achieve high-accuracy voltage and
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end-of-discharge predictions under randomized discharge con-
ditions, reducing average MAE by approximately 70% compared
with conventional LSTM-based approaches [353]. For the third
category of methods that incorporate physically meaningful state
variables as explicit model features, existing studies demonstrate
that such approaches improve the adaptability of the model to
complex operating conditions as well as its capability to represent
internal states. For example, one study conducted online identi-
fication of ohmic resistance, polarization capacitance, and OCV
in a Thevenin-type ECM. It used these parameters as physical
priors for the PINN inputs, enabling decoupled learning of the
individual voltage components. The resulting model effectively
suppressed measurement noise and model bias, maintaining SOC
and capacity estimation errors within 2% across diverse operating
conditions [354]. Another study developed a PINN that integrates

a single-particle model (SPM) with a BiLSTM, using mechanistic
variables such as electrode-surface lithium concentration as
inputs to estimate heat-generation rates of LIBs across multiple
operating conditions. Bayesian optimization was employed to
select network hyperparameters, and the model achieved a mini-
mum MAE of 0.542 kW/m? under dynamic stress test conditions,
substantially outperforming conventional LSTM methods [355].
Furthermore, another study addressed the complex conversion
reactions of lithium-sulfur batteries by physically segmenting
the discharge curves according to the underlying electrochemical
phase-transition mechanisms, and then using the extracted trend
and seasonal features as inputs to a recurrent neural network
(RNN). This physics-inspired feature-engineering framework
not only reduced the test MAE for EOL prediction to 8.9%
but also further identified the ratio of electrolyte amount to
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high-voltage-region capacity as a new key physical indicator,
thereby moving beyond the limitation of purely data-driven
models that remain confined to correlation fitting [356].

In conclusion, by incorporating physical mechanisms across mul-
tiple dimensions, including loss function regularization, model
structure embedding, and feature space enhancement, PINNs
have successfully established a unified modeling framework
that integrates the flexibility of data-driven approaches with
the rigor of physical models. This paradigm not only signif-
icantly enhances model robustness under extreme operating
conditions and out-of-distribution scenarios but also provides
an interpretable basis for decision-making in battery TR early
warning and full lifecycle management. However, this field
continues to face significant challenges as it transitions toward
large-scale engineering implementation. Primarily, the disparity
in gradient magnitudes between physical constraint terms and
data fitting terms frequently induces optimization pathology.
This phenomenon makes it difficult for the model to balance
physical consistency and data accuracy simultaneously during
training, thereby preventing convergence to the Pareto-optimal
solution. Furthermore, the calculation of high-order physical
residuals based on automatic differentiation entails substantial
computational overhead. This limitation severely constrains the
capability for real-time deployment on edge BMS chips, which are
characterized by limited computational power. Future research
directions involve integrating PINNs with neural operator tech-
nologies. By learning operator mappings between function spaces
to substitute for the pointwise solution of traditional partial differ-
ential equations, this approach is expected to achieve millisecond-
level inference while maintaining physical precision, thereby
overcoming multiscale computational bottlenecks. Simultane-
ously, the deep integration of Bayesian uncertainty quantification
frameworks can provide rigorous probabilistic confidence inter-
vals for high-risk safety decisions. This integration is expected to
facilitate a leapfrog development in battery management, transi-
tioning the field from passive monitoring toward active physical
perception and highly credible autonomous decision-making.

5.3.2 | Digital Twins

As a high-level application form deeply integrating mechanistic
models and data-driven methods, digital twin technology con-
structs a closed-loop system characterized by virtual-physical
symbiosis and dynamic feedback for intelligent safety monitoring
and full-lifecycle management of batteries [357]. This system aims
to reconstruct a virtual model in the digital space that maps one-
to-one with the physical battery entity with high fidelity. Through
cloud-based data streams, it facilitates continuous synchroniza-
tion and real-time interaction between the physical entity and
the virtual mirror, thereby fundamentally transcending the spa-
tiotemporal limitations of traditional static modeling methods.
As illustrated in Figure 6c, this channel of virtual-physical fusion
enables the twin to map the complete trajectory of the physical
entity, ranging from microscopic electrochemical states to macro-
scopic performance evolution in real time. This lays a dynamic
foundation for achieving precise SOH prediction, cross-validation
of early anomaly trends, and simulation optimization of control
strategies. Notably, unlike PINNs, which focus on embedding

physical laws within a single model to enhance generalizability,
digital twin technology constructs a more macroscopic, continu-
ously evolving, system-level application architecture. Within this
framework, it not only compatibly integrates SPMs, ECMs, and
various data-driven algorithms to synchronously monitor key
parameters such as SOH, three-dimensional temperature fields,
and internal resistance with high precision, but also possesses
robust generative simulation capabilities. Leveraging this capa-
bility, researchers can directly construct virtual battery prototypes
with different material systems or topological structures on the
digital twin. This enables the simulation of coupled electrical-
thermal-mechanical-chemical behaviors and safety boundaries
under conventional operating conditions and even extreme abuse
conditions, with zero trial-and-error cost. This virtual validation
mechanism significantly accelerates the design iteration cycle of
new batteries and identifies potential design defects and safety
risks before physical prototyping, providing prospective guidance
for the research, development, and management of the full
battery lifecycle [358, 359].

Leveraging its full-lifecycle mapping capabilities, digital twin
technology has been widely applied in intelligent battery man-
agement and design, spanning multiple dimensions from macro-
scopic state estimation to the elucidation of microscopic mech-
anisms. Regarding battery state estimation during the operation
phase, one study proposed a real-time degradation prediction
method based on a digital twin framework and hybrid deep
learning models. This method used a backpropagation neural
network to reconstruct partially missing discharge voltage curves
and, combined with real-time SOC data, drove a hybrid network
comprising CNNs, LSTM networks, and attention mechanisms
to predict the maximum available capacity of the battery. Experi-
ments indicated that this framework could reveal the degradation
state of the battery with an accuracy exceeding 99%, with the
prediction error strictly controlled within 3 mAh [360]. Extend-
ing from electrochemical states to thermal safety management,
another study developed a deep digital twin model that combines
CNNs and finite-element-method thermal models to reconstruct
three-dimensional temperature distributions in real time for
large-scale battery systems. This model replaced expensive, high-
density physical sensor deployment with efficient surrogate
solutions in the digital domain, enabling rapid and precise
temperature field prediction. The MAE was less than 0.73°C,
significantly outperforming traditional coupled electro-thermal
models [361]. Beyond state monitoring, digital twin technology
further expands its application scenarios to the level of decision
optimization in vehicle energy management. In the context
of EV energy management, prior work proposed a decision
framework that fuses digital twins with deep deterministic policy
gradient reinforcement learning algorithms. Through real-time
data fusion, this system not only accurately estimates SOH
and SOC but also dynamically optimizes the trade-off between
fuel consumption and maintenance strategies, demonstrating
superior adaptability and computational efficiency, particularly
in dynamic, time-varying driving environments [362]. To address
complex fast-charging strategy optimization problems, another
study proposed an online closed-loop framework based on a
battery digital twin and Bayesian optimization. This method
used an electrochemical-thermal coupled model that incorpo-
rated SEI film growth and lithium plating mechanisms as the
digital twin. By employing Bayesian optimization algorithms
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to efficiently search for Pareto-optimal solutions within a vast
strategy space, it avoided the immense computational burden of
directly solving complex systems of differential-algebraic equa-
tions. Furthermore, to further enhance optimization efficiency,
the study introduced a parallel multi-channel optimization strat-
egy, increasing the search convergence speed by a factor of
2.5. Validation results showed that protocols optimized using
the Doyle-Fuller-Newman model reduced lithium inventory loss
by 4.76% relative to benchmark fast-charging strategies over 90
cycles, achieving an effective balance between computational
efficiency and battery health protection [363].

Beyond the operational domain, digital twin technology plays
a crucial role in research on microscopic mechanisms and
material design within the research and development domain.
In the frontier field of solid-state batteries, although large-scale
commercialization will take more time, digital twin technology
has begun to assist in exploring microscopic mechanisms. For
instance, research utilized synchrotron radiation X-ray computed
tomography to acquire battery microstructure data. Combined
with digital model-driven electrochemical simulations, this suc-
cessfully revealed the lithium trapping effect in high-loading
electrodes and subsequently proposed a localized ion path acti-
vation strategy, which significantly enhanced the reversibility
and performance of solid-state batteries [364]. To address the
bottleneck in which high-power battery development relies
excessively on trial-and-error experiments and lacks insight into
complex internal physicochemical processes, a study proposed a
digital twin-assisted design framework based on electrochemical-
thermal coupled models. This method pre-screened optimal
electrode structural parameters via virtual simulation. It used
the model to decompose the internal overpotential, precisely
identifying that lithium-ion transport in the electrolyte is the
key rate-determining step limiting ultra-high-rate performance.
LFP batteries manufactured based on the guidance of this model
achieved a high energy density of 92.38 Wh kg~ under 50 C ultra-
fast discharge and could even withstand pulse discharges as high
as 150 C [365].

Although digital twin technology demonstrates immense poten-
tial for connecting the physical world and the digital space, its
large-scale engineering implementation still faces the inherent
trade-off between high fidelity and real-time performance. Exist-
ing high-precision multiphysics twin models often involve solving
complex partial differential equations, entailing substantial com-
putational overhead that is difficult to meet millisecond-level
real-time safety monitoring requirements. Simultaneously, as
batteries age, the parameters of the physical entity drift, and
achieving online adaptive correction and continuous evolution
of the twin model remain critical challenges. In the future, digital
twin technology is expected to develop toward lightweighting and
cognition. On the one hand, combining model order reduction
technology with edge computing can enable efficient inference
of complex physical field models at the edge, thereby resolving
real-time bottlenecks. On the other hand, fusing generative AI
and LLMs holds the promise of constructing a cognitive interface
for digital twins. This would realize the automated interpreta-
tion of massive twin data and the Al-generated content-driven
simulation of virtual extreme scenarios, thereby promoting more
efficient real-time simulation and strategy optimization of battery
systems in virtual space, accelerating the research, develop-

ment, and testing processes of new batteries, and significantly
enhancing the intelligence level and safety throughout the full
lifecycle.

5.3.3 | Post-Hoc Interpretability

Beyond physics-constrained hybrid modeling, post hoc inter-
pretability provides another important route to mitigating the
black-box nature of machine-learning models. These methods
usually do not modify the training process itself. Instead, they
explain model decisions after training by analyzing the rela-
tionships among input variables, feature contributions, and
prediction outputs. Representative approaches include SHAP,
feature-importance analysis, saliency maps, among others. SHAP
and feature importance analysis can quantify the contributions
of different input variables to model outputs. Saliency maps
identify the temporal regions or feature segments to which model
predictions are most sensitive. These methods can improve model
transparency to some extent, support mechanistic analysis, and
enhance model credibility in battery safety monitoring [344].

For example, one study proposed the symmetric-cell AI diag-
nostics framework, based on LilLi symmetric cells. It used
segmented voltage-time features to construct an RNN for predic-
tion, and then applied feature importance analysis for post-hoc
interpretation. This framework identified a key electrochemical
fingerprint associated with the initial nucleation of lithium.
The study showed that combining a simplified symmetric-cell
platform with post hoc interpretability can not only improve the
prediction of polarization acceleration in lithium metal batteries
but also extract degradation descriptors with clear physical
meaning. These descriptors provide mechanism-guided impli-
cations for interfacial regulation and electrolyte optimization.
In addition, insights from saliency maps can also be used to
optimize battery operating strategies [366]. Liu et al. proposed
a sequential explainable learning framework. By calculating the
saliency map of a one-dimensional CNN, they found that the
final 10% depth-of-discharge region is closely associated with
accelerated aging. Based on this interpretation, the authors
further proposed a dual-cutoff discharge protocol. This proto-
col extended cycle life by up to 2.8 times, demonstrating the
potential of interpretable machine learning to translate model
interpretation into engineering optimization [367]. It is also worth
noting that post-hoc interpretability can be further combined
with the physics-constrained models discussed above to enable
deeper mechanistic decoupling. For example, one study proposed
a domain-adaptive deep-learning framework. This framework
learned and reconstructed electrochemical impedance spectra in
the hidden layer to embed physical constraints. It then combined
SHAP analysis to achieve nondestructive diagnosis of aging
mechanisms. The results showed that low-frequency impedance
features play a dominant role in capacity fade under dynamic
random operating conditions [368].

Beyond the methods discussed above, post-hoc interpretability
also includes various other tools, such as layer-wise relevance
propagation [344]. It should be noted that the interpreta-
tions generated by these methods usually depend directly on
the training data itself. If the data are biased, the resulting
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conclusions may also be affected. Therefore, relying solely on
post-hoc interpretability is often insufficient to achieve a com-
prehensive understanding of model behavior. Domain knowledge
and necessary experimental validation are still required to ensure
the reliability and validity of the conclusions.

5.4 | Edge Deployment and Federated Learning
for Fleet-wide Intelligence

As discussed in section 4.2.2.3, in current engineering practice for
intelligent battery management algorithms, core data processing
and model training remain highly dependent on cloud-based
central servers. At the same time, edge devices predominantly
perform basic data acquisition and instruction execution. This
highly centralized architecture has significant limitations when
dealing with large-scale, high-concurrency BMS. On the one
hand, frequent data exchange between the cloud and the edge is
constrained by bandwidth fluctuations and transmission delays
inherent in communication networks, making it difficult to
support real-time closed-loop updates and low-latency model
control. On the other hand, centralized storage involves upload-
ing massive amounts of sensitive operational data, posing severe
risks of data privacy leakage and creating data silos. Con-
sequently, constructing a cloud-edge collaboration computing
architecture has become a critical pathway for enhancing the
real-time performance, reliability, and security of BMS. In this
architecture, edge computing effectively mitigates long-tail delays
and bandwidth congestion in cloud communication by offloading
inference tasks with extremely high real-time requirements, such
as safety diagnosis and state estimation, to the edge BMS or
local gateways. This achieves millisecond-level response speeds
and highly reliable local control. Simultaneously, the cloud
focuses on undertaking global model optimization tasks that
are highly computationally complex and resource-intensive, and
constructs an efficient collaborative paradigm of strong cloud
training and fast edge inference through the federated learning
mechanism. As shown in Figure 6d, unlike traditional centralized
training, which requires uploading raw data, federated learning
enables terminal devices to perform model updates locally using
private data and to upload only encrypted model gradients or
parameters to the cloud for secure aggregation. This distributed
paradigm of moving models rather than data enables collabo-
rative modeling across terminals and scenarios, assuming strict
physical isolation of raw data, thereby establishing a solid data
privacy defense line while achieving a Pareto-optimal balance
between global model precision and real-time edge response
[369-371].

At the application level, federated learning effectively addresses
fundamental state-modeling problems in heterogeneous data
environments by introducing distributed, collaborative mech-
anisms. Addressing the challenge of non-independent and
identically distributed data common in lithium battery SOC
estimation, a study proposed a collaborative battery estimation
system based on federated learning. This method effectively
corrected model deviation in heterogeneous data environments
and improved training efficiency and stability by introducing
strategies such as label standardization, regularization of prox-
imal terms, and shared data. Experimental results indicated
that this model achieved an RMSE below 4.5% on open-source

datasets across different ambient temperatures, thereby veri-
fying the feasibility of efficient collaborative estimation under
privacy-protection constraints [372]. While resolving basic state
estimation, integrating transfer learning has become a fron-
tier of exploration within the federated framework to further
enhance the model’s generalization capability and personalized
adaptability across operating conditions and individual scenarios.
Regarding SOH estimation, prior work proposed a decentralized,
peer-to-peer, personalized federated transfer learning framework
(P2P-PerFTL). This method employs a CNN-BiLSTM-Attention
hybrid network locally to extract temporal features and achieves
personalized adaptation by freezing base layers and fine-tuning
fully connected layers. In the global aggregation phase, it inno-
vatively designed a weighted aggregation mechanism based on
domain shift (introducing maximum mean discrepancy and
correlation alignment distance metrics) to adaptively balance the
contribution weights of models from different clients. Validation
results demonstrated that this method significantly reduced SOH
estimation errors compared with traditional federated learning
and centralized training across four transfer scenarios with differ-
ent operating conditions and battery types, effectively overcoming
the challenge of distributional discrepancy in distributed envi-
ronments [373]. Furthermore, to address the challenges of scarce
labeled data and feature mining in distributed environments, the
deep integration of Self-SL and federated learning offers new
solutions for low-resource scenarios. One study further enhanced
the robustness of feature extraction by introducing contrastive
learning and proposing a dynamically weighted federated con-
trastive Self-SL framework. This method first uses time-frequency
mixing data augmentation and temporal information reconstruc-
tion modules on local clients to self-supervise the extraction of
multi-level features from unlabeled data. Subsequently, it collab-
oratively optimizes the global model on the central server using
a process-aware, dynamically weighted aggregation algorithm,
effectively mitigating the negative impact of low-quality client
data on model performance. Validation results indicated that,
using only 20% labeled samples, the MAE for SOH estimation
of this model on a self-built dataset was 2.80%, significantly
improving the model’s convergence speed and generalization
accuracy [374].

In summary, the deep integration of edge computing and fed-
erated learning provides an efficient and secure solution for
large-scale battery management across devices and fleets by
organically combining computational power offloading with data
privacy protection. However, further development in this field
still faces several key challenges. First, the frequent interaction
of massive terminal parameters entails huge communication
overhead, which may lead to training latency in bandwidth-
constrained scenarios. Second, differences in the computational
power of edge devices across vehicles and non-uniform battery
aging rates easily induce the “straggler effect” in federated
training, slowing the convergence of the global model. Finally, the
distributed architecture itself harbors security risks of malicious
nodes conducting “poisoning attacks” or “gradient leakage”. In
the future, combining model compression techniques (such as
quantization and pruning) with asynchronous aggregation strate-
gies is expected to significantly reduce communication overhead
and enhance compatibility across heterogeneous systems. Simul-
taneously, introducing blockchain technology to build a trusted
federated network is expected to further strengthen the system’s
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TABLE 3 | Comparison of machine intelligence and conventional approaches in battery safety-related tasks.
Machine Representative
intelligence machine-intelligence method
Specific task approach/paradigm and result Conventional method and result
External short Supervised deep CNN-LSTM-Autoencoder: Precision Pearson correlation coefficient:
circuit fault learning =91.33% [276]. Precision = 55.76% [276].
diagnosis
Early warning of Multimodal deep Dual-domain time-frequency fusion Online dynamic impedance: the
TR risk learning network: the average response time warning time is 580 s ahead of the

RUL prediction

Connection fault
diagnosis

Temperature
distribution
estimation

precedes the onset of TR by 7954 s
[315].

Semi-SL-LSTM: achieves
comparable accuracy with only
one-third of the labeled data, with a
RUL prediction MAE = 2.53 cycles
[321].
Self-supervised domain adaptation
network: achieves 100% recall with
only 50% target-domain training
data [337].

PINN: temperature estimation
RMSE = 0.57°C [350].

Semi-supervised
learning

Self-supervised
learning

Physics-informed
learning

P2P-PerFTL: SOH-estimation RMSE

TR [375).

Particle filter: prediction MAE = 4.5
cycles [376].

Pearson correlation coefficient:
Recall =90.33% [276].

Electrochemical-thermal coupling
model: temperature estimation
RMSE =1.27°C [377].

Real-time battery
health monitoring

Federated learning

=1.33% without raw data sharing
[373]. data: SOH-estimation RMSE = 3.95%

Internal-resistance ECM using
constant voltage phase charging

[378].

anti-attack capability and data traceability, thereby promoting the
evolution of battery management from an isolated, static, single-
body mode toward a truly collaborative, dynamic, and highly
credible swarm intelligence paradigm.

In summary, to present more directly the demonstrated per-
formance of machine-intelligence methods in battery safety-
related tasks and their differences from conventional approaches,
selected representative cases discussed in Sections 4 and 5 are
consolidated in Table 3 and summarized in a results-oriented
comparative manner. Specifically, Table 3 is organized around
the BMS monitoring discussed in Section 4, together with the
four dimensions discussed in Section 5, namely Perception, Algo-
rithms, Mechanisms, and Deployment. It summarizes several
representative battery safety-related tasks and compares spe-
cific algorithms under different machine-intelligence paradigms
with conventional methods. It should be noted that the safety-
related tasks considered here include not only tasks directly
oriented toward fault warning and fault diagnosis, but also
lifetime prediction and real-time health monitoring, which sup-
port preventive safety management. As shown in Table 3, for
the representative tasks listed, machine-intelligence methods
generally outperform conventional approaches in terms of TR
warning lead time, temperature-distribution estimation, lifetime
prediction, and fault identification. Moreover, these advantages
are reflected not only in improvements in predictive accuracy or
diagnostic performance, but also in the ability to make effective
use of limited labeled data and to adapt to scenarios subject to
data-privacy constraints.

6 | Outlook

Despite significant progress in algorithmic development and
real-time implementation, bridging the gap between model per-
formance in controlled environments and safe operation in real-
world scenarios remains a major challenge. Existing diagnostic
frameworks, although increasingly accurate and scalable, often
struggle with generalization across chemistries and operational
contexts. Furthermore, many safety strategies still rely on post-
hoc detection and reactive measures, lacking proactive control.
To enable robust and autonomous battery safety management,
future efforts should focus on integrating predictive algorithms
into certification protocols, designing control architectures that
intervene before failure onset, and building transferable models
that operate reliably across diverse battery types and use cases.
Ensuring safe and intelligent battery operation at scale calls for
more than algorithmic progress. It requires systemic reform in
how safety is defined, predicted, and controlled. The following
outlook articulates strategic pathways to realize this vision,
spanning test protocols, self-healing technology, autonomous
control frameworks, and transferable prognostics (Figure 8).

6.1 | Testing Protocols and Standards

Current battery certification frameworks remain largely rooted in
deterministic testing philosophies that were designed for an era of
simpler electrochemical systems. Standards such as Underwriters
Laboratories (UL) 2580, Society of Automotive Engineers (SAE)
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FIGURE 8 | Framework for intelligent and autonomous battery safety management. (a) Limitations of current testing protocols under real
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validation. (c) Integrated proactive battery safety framework combining multimodal sensing, intelligent prediction, preventive maintenance, and
self-healing-enabled active fault mitigation. (d) Cross-domain safety intelligence and transferable models across chemistries, regions, and applications.

J2464, and International Electrotechnical Commission (IEC)
62660 specify a fixed set of abuse tests including overcharge,
short circuit, crush, and penetration (Figure 8a) [379-382]. These
procedures are invaluable for establishing baseline safety thresh-
olds, yet they represent static evaluations performed under highly
controlled laboratory conditions. In practical operation, battery
degradation is a continuous, dynamic process influenced by
stochastic variations in temperature, load cycles, and manufac-
turing heterogeneity. Consequently, the conventional pass-fail
structure of existing standards cannot fully represent the prob-
abilistic nature of battery safety risk in the field. This limitation

becomes more pronounced for next-generation electrochemical
systems, whose failure behaviors are increasingly chemistry-
specific. In such systems, safety risk is not solely determined
by the occurrence of fire or explosion. Still, it may instead be
dominated by the release of toxic, corrosive gaseous species upon
failure (Figure 8a). The composition, release rate, and persistence
of these gases vary substantially across chemistries, introducing
hazard dimensions—such as acute toxicity and environmental
exposure—that are not explicitly addressed within existing fire-
centric certification criteria. As a result, a design that formally
satisfies current standards may still pose unquantified risks
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in confined or semi-confined environments, underscoring a
fundamental mismatch between legacy testing paradigms and
emerging battery technologies [122, 124]. A more fundamental
limitation arises from the temporal gap between the certification
event and the battery system’s real-time evolution. Once a design
is certified, its compliance is assumed to persist throughout
its service life, even though operational stresses, environmental
conditions, and usage behaviors can significantly alter its risk
profile (Figure 8a). As machine learning and data-driven diag-
nostic algorithms are integrated into BMS, this static approach
to safety assurance is becoming increasingly inadequate [48,
383, 384]. The validation of such intelligent systems requires
dynamic assessment protocols that evaluate how algorithms
respond to uncertainty, adapt to unseen scenarios, and maintain
reliability in the presence of partial or corrupted data streams.
Future testing standards should therefore transition from single-
event verification toward continuous, Al-integrated validation.
Instead of focusing solely on material or structural resilience,
new protocols are needed to assess the predictive performance of
embedded algorithms and their interactions with sensing hard-
ware. Key evaluation metrics should include predictive lead time
before fault onset, false-alarm sensitivity, recovery behavior after
algorithmic misclassification, and latency of protective action
during real-time operation. These indicators provide a more
holistic picture of safety performance, linking data interpretation
with physical response.

To achieve this transformation, certification bodies may adopt a
hybrid validation framework that combines experimental testing
with high-fidelity simulation. Digital twins, constructed from
coupled electrochemical-thermal-mechanical models, can repli-
cate complex abuse conditions that are impractical or hazardous
to reproduce in physical experiments (Figure 8b) [358, 362, 385,
386]. When synchronized with real sensor data, these virtual
environments allow systematic exploration of algorithm robust-
ness across varying chemistries, pack architectures, and ambient
conditions. The outcome of such tests would not merely confirm
structural safety but would quantify the confidence level of algo-
rithmic predictions, forming a “safety envelope” that evolves with
accumulated field evidence. The institutional aspect of testing
also requires rethinking. Present standards evaluate hardware
components in isolation, whereas intelligent safety management
is inherently systemic. A next-generation framework should
extend certification to the software logic embedded in BMS. This
necessitates the creation of standardized digital testbeds where
Al-driven controllers can be benchmarked using harmonized
datasets [104]. Within these testbeds, model updates could be
validated through controlled shadow operation in parallel with
certified systems, ensuring algorithmic improvements do not
compromise safety compliance. Finally, global harmonization of
these emerging standards is essential. Batteries deployed across
EVs, grid storage, and portable electronics operate in diverse
thermal and regulatory environments. Fragmented regional
certification practices impose redundant costs and complicate
cross-border product deployment. Establishing unified, data-
centric, and Al-compatible safety testing protocols would enable
consistent benchmarking of both hardware and intelligence
layers, fostering trust and transparency in large-scale battery
deployment. This paradigm would transform certification from a
one-time requirement into a living framework that continuously
verifies safety as systems evolve in real operation.

6.2 | Toward Autonomous Safety Management

A future-oriented battery safety architecture should treat auton-
omy as a core design principle. Autonomous safety systems
should not rely solely on predefined thresholds or static inter-
vention routines. Instead, they are required to continuously
monitor both internal and external states, assess emerging risks,
and dynamically select mitigation strategies in real time. This
closed-loop paradigm integrates high-fidelity sensing, predictive
analytics, and adaptive response mechanisms to create systems
capable of maintaining stability under uncertain and rapidly
changing conditions. In the battery domain, this vision trans-
lates to continuous integration of data from distributed sensors,
including voltage, current, temperature, pressure, gas evolution,
and mechanical strain, into predictive models that detect unsafe
trajectories before they escalate into failures [29, 387-389]. Batter-
ies, in this emerging framework, evolve from passively monitored
devices to active participants in their own protection [390, 391].
They are expected to interpret their own state, forecast potential
hazards, and implement intelligent responses to minimize risk.
This redefinition of safety logic calls for a fundamental shift.
Systems should not initiate full shutdowns at the first sign of
parameter violations. Rather, they should consider a broader
context of risk before taking action. For instance, in response
to localized thermal stress, appropriate measures may include
reducing the charging current, activating localized cooling, or
electrically isolating specific modules, all while maintaining
overall system function [392]. These decisions are necessary to
be coordinated across multiple layers, spanning cells, modules,
and the pack, to preserve safety margins while minimizing
disruption.

Emerging AI methods are accelerating this transformation. Real-
time risk modeling enables probabilistic predictions of safety
margins based on evolving operational data. Machine learning
algorithms, especially those incorporating continual learning,
enable the system to adapt its safety strategies to long-term
degradation patterns and varying use cases. PINNs can detect
subtle early indicators of failure, such as micro-level impedance
changes or local temperature anomalies, that would be difficult
to capture through conventional rule-based monitoring [341,
393, 394]. Hybrid reasoning frameworks that combine symbolic
logic with data-driven inference offer improved transparency
and traceability in safety decisions. Multiscale safety graphs
help map fault propagation pathways across cells, modules, and
subsystems, enabling targeted containment strategies. Federated
safety learning across distributed battery systems can identify
rare but critical failure modes without requiring centralized data
aggregation, preserving both data privacy and representational
diversity [395]. These technological advances should be accom-
panied by corresponding shifts in certification protocols. Safety
assurance processes must evolve to account for algorithms that
learn and adapt over time. This includes defining acceptable
boundaries for online model updates, establishing rigorous audit-
ing procedures, and ensuring robust fallback mechanisms when
model uncertainty is high. Ultimately, autonomous battery safety
management is not merely an automation of existing workflows.
It represents a broader shift in engineering philosophy. Safety
is no longer a static condition verified through compliance
testing. It becomes a dynamic property embedded within the
system itself. Future battery systems are expected to increasingly
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function as intelligent agents that continuously monitor their
own state, reason about emerging risks, and execute optimal
interventions that balance safety, performance, and longevity
(Figure 8c). This paradigm shift is expected to play a central role
in enabling the resilient operation of electrified infrastructure at
scale.

6.3 | Autonomous Self-healing for Active Fault
Mitigation

Autonomous safety should rely not only on risk forecasting,
decision-making, and externally actuated interventions, but also
on active fault-mitigation capabilities embedded within battery
materials and cell architectures. Such capabilities are expected
to attenuate the amplification of failure cascades at the onset
or early stages of damage evolution. Self-healing technologies
represent a prominent pathway in this direction. By introducing
reversible reconstruction at the material and interfacial levels,
self-healing may enable batteries to partially recover structural
integrity and interfacial continuity during cycling and service
perturbations (Figure 8c). This, in turn, is likely to suppress
the accumulation of localized electrochemical heterogeneity and
may reduce the likelihood that microscopic defects escalate
into severe failure events. In contrast to external protection
strategies, self-healing seeks to internalize safety resilience
within the battery cell itself, thereby enhancing fault tolerance
and buffering degradation under complex operating conditions
[396].

Self-healing strategies can be broadly categorized into extrinsic
and intrinsic approaches. Extrinsic approaches typically rely on
pre-embedded or releasable healing components to deliver local-
ized compensatory repair once damage occurs, as exemplified
in Figure 8c by microcapsule-based healing systems. Intrinsic
approaches instead leverage reversible interactions and network
reconfiguration inherent to the host material, enabling repeatable
sequences of damage, reconstruction, and reconnection. For
engineering integration in batteries, a particularly promising
and generalizable route is the development of intrinsically
self-healing material systems. Through this route, self-healing
functionality can be incorporated without excessive structural
complexity into key constituents such as electrolytes, smart
binders (Figure 8c), coatings, and critical interfacial layers, while
remaining effective over extended cycling [396, 397].

At the mechanistic level, intrinsic self-healing is commonly sup-
ported by the synergy of reversible dynamic covalent bonding and
noncovalent interactions. Dynamic covalent motifs such as Diels—
Alder chemistry, acylhydrazone linkages, disulfide exchange, and
borate ester bonding can permit controlled rearrangement while
maintaining network robustness. Noncovalent interactions such
as hydrogen bonding, metal-ligand coordination, pi-pi stacking,
and ionic interactions provide rapidly reversible connections and
efficient energy-dissipation pathways. Through judicious com-
bination and tuning of these interactions, a designable balance
can be established between structural stability and dynamic
reparability. This balance is expected to offer a broadly applicable
materials toolkit to sustain interfacial contact, relax stress con-
centrations, and impede defect propagation [397]. Moreover, for
solid-state batteries characterized by solid-solid interfaces and

strongly coupled thermo-electro-mechanical service conditions,
adaptive reconfiguration in response to interfacial defects and
contact loss may suppress local current focusing and defect ampli-
fication induced by contact inhomogeneity. Such suppression is
likely to reduce penetration-related risks and may render the
safety margin less dependent on the timeliness of externally
imposed responses [175, 398].

Nevertheless, elevating self-healing from a material function to
a deployable safety capability requires systematic, cross-scale
advancement. First, healing kinetics should be co-optimized
with ionic and electronic transport. Healing rates, triggering
conditions, and long-term stability need to align with the tempo of
damage accumulation. Otherwise, repair may lag behind damage
evolution, or transport may be compromised, eroding practical
benefit [397]. Second, evaluation protocols should shift from a
singular focus on healing efficiency toward resilience metrics
directly aligned with safety objectives. These metrics are expected
to include the recoverability of interfacial impedance and contact,
robustness under repeated damage-healing cycles, and reliability
boundaries under realistic thermo-electro-mechanical distur-
bances. Third, scalability, cost, and recycling compatibility need
to be incorporated as early design constraints. The additional
material complexity introduced by self-healing functionalities
is required to remain compatible with manufacturable process
windows to progress from laboratory feasibility to engineering
viability [399].

6.4 | Cross-domain Battery Safety Prognostics

As battery systems diversify in both chemistry and deployment
environment, safety prognostics should evolve from narrowly
trained models toward architectures that are inherently trans-
ferable, adaptable, and generalizable. The conventional focus
on lithium-ion cells has led to safety models that are often
not robust when applied to other battery chemistries, such as
sodium-ion, zinc-based, or all-solid-state systems (Figure 8d).
Moreover, real-world deployments now span a growing array
of operational domains, from sub-zero grid storage installations
to high-temperature aerospace systems, and from ruggedized
portable electronics to maritime propulsion. In these settings,
failure mechanisms can differ substantially, and assumptions
valid in one context may not hold in another. Addressing this
challenge requires a shift toward cross-domain safety intelligence
that can learn from one application and apply that knowledge
to others. Transfer learning is a foundational strategy in this
transition. Models trained on large lithium-ion datasets can be
adapted to new chemistries with minimal data by leveraging
shared degradation signatures and structural priors [400, 401].
For example, patterns in internal resistance growth or gas
evolution may manifest differently across materials, yet can
still be interpreted using domain-informed embedding spaces.
Equally important is the adoption of multimodal prognostics
frameworks. Safety-critical signals often arise not from a single
sensor channel but from the interactions between electrochem-
ical, thermal, mechanical, and contextual data. By combining
voltage dynamics, acoustic emissions, vibration signatures, and
ambient metadata, models can identify failure onset mechanisms
that would otherwise remain latent [402, 403]. Cross-modal
fusion also enhances the ability of the system to operate under
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sensor failure or data sparsity, increasing robustness in field
conditions (Figure 8d).

Another emerging trajectory is the use of foundation models
tailored for battery safety tasks. Inspired by breakthroughs in lan-
guage and vision domains, these large-scale models (Figure 8d)
are pretrained on diverse battery datasets—spanning chemistries,
failure events, and operating conditions—and then adapted to
specific prognostic tasks with minimal tuning [302, 404-406].
Such models can internalize broad patterns of degradation and
hazard formation, enabling few-shot learning in underrepre-
sented chemistries or novel usage environments. Their scalability
and generalization capabilities make them promising candi-
dates for unifying safety intelligence across disparate systems.
Multilingual knowledge integration also presents a compelling
opportunity, especially in global battery deployment. Incorpo-
rating textual manuals, maintenance logs, and regulatory docu-
ments into the prognostic pipeline models can align operational
semantics with sensor data [407]. This allows safety systems to
interpret alerts, recall relevant mitigation strategies, and comply
with location-specific safety mandates. The development of such
cross-domain safety models must be accompanied by infras-
tructure capable of supporting them. This includes federated
learning platforms that allow distributed model training across
devices and organizations without exposing raw data, as well
as standardized ontologies for representing battery metadata
across manufacturers and chemistries. Only through such coor-
dinated efforts can we build a globally scalable battery safety
infrastructure, capable of adapting to the accelerating pace of
technological and environmental change. However, the practical
realization of these capabilities is fundamentally constrained
by the limited availability of open and standardized datasets
for emerging battery chemistries. While lithium-ion systems
benefit from relatively mature and extensive data resources,
experimental and operational data for next-generation batteries,
including sodium-ion, zinc-based, metal-anode, and solid-state
systems, remain fragmented, heterogeneous, and often inacces-
sible. This data scarcity restricts the effectiveness of transfer
learning and large battery models, hampers the pretraining
of foundation models, and impedes the systematic character-
ization of chemistry-specific failure modes, such as toxic gas
release and non-ignition hazards. Establishing open, unified, and
chemistry-inclusive battery safety databases with standardized
representations of electrochemical, thermal, mechanical, and
gaseous signatures is therefore a prerequisite for scalable and
generalizable safety intelligence [104].
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